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OITPEAEJIEHUSA

B HacTosmEeM TOKyMEHTE HCIIONb3YIOTCS CIEAYIOINE TEPMUHBI U UX OIPEICIICHUS.
ABTOMATH3HPOBAaHHAsl CHCTEeMAa — CHCTEMA, COCTOsIlas W3 IEpCOHAlla U KOMIUIEKCAa CpEeACTB
aBTOMATH3allUd €ro JIeATENbHOCTH, pealu3ylomas HH(OOPMAIMOHHYI0 TEXHOJOTHIO BBIMOJIHEHUS
YCTaHOBIICHHBIX ()YHKITHHA.

AyTeHTH(UKANUS OTHPABUTEJIS JAHHBIX — [TOJTBEP)KICHUE TOI0, YTO OTIIPABUTEIb IOJYyUYEHHBIX JaHHBIX
COOTBETCTBYET 3as1BJICHHOMY.

be3onacHOCTh MNEpPCOHANBHBIX [JAHHBIX — COCTOSHHE 3alIMINEHHOCTH IE€PCOHAIBHBIX JJAHHBIX,
XapaKTepu3yeMoe COCOOHOCTBIO MOJIb30BATENEH, TEXHUYECKUX CPEACTB M MH(POPMALIMOHHBIX TEXHOIOTUI
obecneynTh KOHPHUIECHIIMATBHOCTD, LIEIOCTHOCTD U IOCTYITHOCTh IEPCOHAIbHBIX JAHHBIX IPU UX 00paboTKe
B UH(OPMALIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TaHHBIX.

BiiokupoBaHMe mNepCOHANBHBIX JAHHBIX — BPEMEHHOE TpeKpamieHne cOopa, CHCTeMaTH3alHH,
HAKOIUIEHHUS, UCII0JIb30BaHUs, PACIIPOCTPAHEHUS IEPCOHANIBHBIX JAHHBIX, B TOM YUCIIE UX MIEPEAAYH.

Bupyc (kOMIbIOTEpHbIH, IPOrPaMMHBII) — UCIIOJHAEMBIN IPOIrPAMMHBIA KOJ WJIM HHTEPIPETUPYEMBII
HaOOp MHCTPYKLMH,  oOmajgaromuii  CBOMCTBAMHM  HECAHKLIMOHMPOBAHHOI'O PpACIpPOCTPAHEHUS U
camoBoctipousBefieHus. Co3gaHHble AyOJMMKaThl KOMIIBIOTEPHOI'O BHUpyca HE BCErJa COBMHAJAlOT C
OPUTMHAJIOM, HO COXPAHSIOT CIIOCOOHOCTD K JJajIbHEHIIIEMY paclpOCTPAHEHUIO M CAaMOBOCIIPOU3BEICHUIO.
BpenonocHas mporpamma — nporpaMMa, NpeAHa3HaueHHas I OCYLLECTBICHHUSI HECAHKIIMOHUPOBAHHOTO
IocTyna W (WiIM) BO3JIEHCTBHA Ha TEPCOHAJBbHBIC IaHHBIE WM PECypchl MH(OPMAIIMOHHOW CHUCTEMBI
[IEPCOHANIbHBIX JTaHHBIX.

BcenomorarenbHble TeXHHMYeCKHe CPeACTBA M CHCTeMbl — TEXHMYECKHE CPEJICTBA U CHCTEMBI, HE
IpeHa3HaueHHbIe NI Iepenayd, oOpabOTKM M XpaHEHUs I[EPCOHAJIbHBIX JIaHHBIX, YCTaHABIMBAaEMbIE
COBMECTHO C TEXHUYECKMMH CPEACTBAMU U CUCTEMaMHU, IIPeJHa3HAaYEHHBIMU 1J11 00pabOTKU MEPCOHAIBbHBIX
JAHHBIX WU B IOMELEHUSX, B KOTOPBIX YCTAHOBJIEHBI HH(POPMALIMOHHBIE CUCTEMBI IIEPCOHAIBHBIX IaHHBIX.
JlocTyn B OnepanMoHHYI0 cpely KOMNbIOTepa (MH(POPMALMOHHON CHCTEMbI

MePCOHAIBbHBIX JaHHBIX) — IIOJTY4YE€HHE BO3MOXXHOCTH 3aITyCKa Ha BBINIOJIHEHUE ITaTHBIX KOMaH[, GYHKLUH,
IpOoIelyp ONEpPallMOHHOM cHCTeMbl (YHUYTOXKEHHs, KONHMPOBAHUS, MEPEMELIeHUs U T.I.), UCIIOIHAEMBIX
(aitIoB MPUKIAIHBIX IPOTPaMM.

Joctyn Kk nH(popMaMu — BO3MOKHOCTb ITOJIy4€HUS HH(OPMALIUU U €€ UCIIOJIb30BAHMUS.

3ak/ja0yHOe YCTPOMCTBO — DBJEMEHT CpEeICTBA cheMa HH(OpPMAlMM, CKPBITHO BHEAPSIEMBbIi
(3aKyabIBa€MBblil MJIM BHOCHUMBIN) B MECTa BO3MOKHOTO chéMa MH(pOpMaIUu (B TOM YUCIIE B OTpakJIeHUE,
KOHCTPYKIIMIO, 000pYyJOBaHUE, MpeIMEeThl MHTEphepa, TPAHCIOPTHBIE CPEACTBA, a TAKXKE B TEXHUYECKUE
CpeZAcTBa M CUCTEMbI 00pabOTKH HH(pOpMaIH).

3ammmaemas uHpopManua — MHGOpPMALUS, SABIAIOMIASACS MPEAMETOM COOCTBEHHOCTH M IOJUIeXAaras
3alIUTe B COOTBETCTBUU C TPEOOBAHUSAMM MPABOBBIX JOKYMEHTOB MJIM TPEOOBAHUSMH, YCTAaHABINBAEMBIMHU
COOCTBEHHUKOM HH(pOpMAIIH.

Nnentudukauus — NpUCBOCHHE CYOBEKTaM M OOBEKTaM JOCTyIa HAeHTH(]HKaTOpa U (W) CpaBHEHHUE
MPeIbABISEMOTO HACHTU(PHUKATOPA C IEPEYHEM TPUCBOCHHBIX UACHTU(PUKATOPOB.

NudopmaTuBHbIii CUTHAJ — DJIEKTPUYECKHE CUTHAJBI, aKyCTHUYECKHE, DJIEKTPOMATHUTHBIE U JIpyrHe
¢dusnyeckue Mo, Mo MapaMerpaM KOTOPBIX MOXeET ObIThb pacKpbiTa KOH(UIEHIManbHas HH(OpMAaIs
(mepcoHanbHBIE TaHHBIE) 0OpabaThiBaeMast B MH(OPMAIIMOHHON CHUCTEME NEPCOHATBHBIX JaHHBIX.
Nudopmanuonnass cucrema mnepcoHadbHbIX aaHHbiXx (MCIIAH) - wuHboOpManuoHHAs cUCTEMA,
IpeJCTaBIsAIoNas co00i COBOKYIMHOCTh NEPCOHANBHBIX JaHHBIX, COJEPIKALIMXCS B 0a3e JaHHBIX, a TaKxkKe
MH(OPMALIMOHHBIX TEXHOJIOTMH M TEXHUYECKUX CPEJCTB, MO3BOJISIOMIUX OCYIIECTBIATH 00paOOTKY TaKHX
MEPCOHANBHBIX JAaHHBIX C HUCIIOJIb30BAHUEM CPEJCTB aBTOMATU3ALIUU WK 0€3 NCIOJIb30BaHUs TAKUX CPEJICTB,
UCIoJIb3yeMasi B 00pa30BaTeIbHOM YUPEXKICHUU.

NudopmanuoHHble TEXHOJOIMH — TIPOIECCHl, METOIBI TIOWCKa, cOopa, XpaHeHus, 0O0pabOTKH,



IIPEJOCTAaBIICHUS, PACIIPOCTPAHEHHs HHPOPMALIUU U CIIOCOOBI OCYIIECTBIEHUS TAKMX MPOLIECCOB U METO/I0B.
Hcnoab3oBanue NepCcOHANBHBIX [JAaHHBIX — JeWcTBUs (Oomepalyy) € MEPCOHAIBHBIMU JAaHHBIMU,
COBEpLIAEMBIE ONIEPATOPOM B LENAX MPUHATUS PEIIECHUIN WM COBEPIICHUS UHBIX ACHCTBHUM, TOPOXKIAIOIINX
IOPUINYECKHE TIOCIEICTBHSA B OTHOIICHUH CyOBEKTa MEPCOHAIBHBIX JaHHBIX WM APYTHX JIMI JIMOO MHBIM
00pa3oM 3aTparvBaroUIMX MpaBa U cBOOOIbI CyObEKTa MEPCOHATIBHBIX JAHHBIX MU IPYTUX JIUII.

Hcrounnk yrpo3bl Oe3omacHocTd uHGpOpManMM — CyOBEKT JOCTyIa, MaTepUalIbHbI OOBEKT WU
¢dusnveckoe ABICHHE, SBISIOMUECS TPUUYNHON BOSHUKHOBEHHS YIPO3bl 0€30MacCHOCTH HH(DOPMAITUH.
KonTposampyemasi 30Ha — pOCTPAaHCTBO (TEPPUTOPHS, 3[aHUE, YACTh 3[AHHUA, ITOMEIEHHE), B KOTOPOM
HCKJIFOYEHO HEKOHTPOJIMPYEMOe NMpeObIBaHWE MOCTOPOHHUX JIMII, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U
UHBIX MaTepUaJIbHBIX CPENICTB.

KoHpuaeHnnaJabHOCTh NEPCOHANBHBIX JaHHBIX — 00513aTENIbHOE AJIs1 COOII0AEHUS ONIEPaTOPOM MIIH MHBIM
MOJIYYHMBILUM JIOCTYII K IEPCOHATIBLHBIM JTAHHBIM JIUIIOM TPEOOBaHKE HE JIOMYCKAaTh UX PAaCIpOCTpaHEHHs 0e3
coryacust CyObeKTa MepCOHAIBHBIX JAHHBIX MM HATMYUS HHOTO 3aKOHHOTO OCHOBAHMS.

MeskceTeBoil 3KpaH — JIOKaTbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIMOHAIBHO-pACIPEIeICHHOE
porpaMMHOe (ITPOrPaMMHO-AIIIAPATHOE) CPEICTBO (KOMILIEKC), pealin3yrolee KOHTPOIIb 32 HH(OpMaIueH,
nocrynaroueid B HMHOOPMALMOHHYIO CUCTEMY IEPCOHANbHBIX JAHHBIX M (WIM) BBIXOISMIEH U3
MH(POPMALIMOHHOM CUCTEMBI.

Hapymmresb 6e30MacHOCTH NMEPCOHANBHBIX JaHHBIX — (PU3UYECKOE JIMIIO, CIIYy4aifHO HIIU ITpeTHaMEPEHHO
COBeplLIarollee AeHCTBUS, CIEICTBUEM KOTOPBIX SBJISICTCA HapyLIeHHE 0€30I1aCHOCTH MEPCOHATIBHBIX TaHHBIX
pu uX 00pabOTKE TEXHUIECKUMH CPEJICTBAMH B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX.
HeaBToMaTu3upoBanHasi o0padoTKa NMepPCOHAJIBLHBIX JAHHBIX — 00pabOTKa MEPCOHAIBHBIX IaHHBIX,
coziep Kanuxcsi B MTHOOPMAIIMOHHON CUCTEME MTEPCOHATBLHBIX JAHHBIX JTMOO U3BJICYCHHBIX U3 TAKOH CHCTEMBI,
CUMTAETCS OCYIIECTBIECHHONW 0€3 MCII0JIb30BAHUS CPEICTB aBTOMATH3alUU (HEaBTOMATU3UPOBAHHON), €CIH
TakMe JEWCTBUA C NEPCOHAIbHBIMU JaHHBIMU, KAaK HCIOJIb30BaHUE, YTOYHEHHE, PpacIpOCTPaHEHUE,
YHUYTO)KEHUE MNEPCOHAIbHBIX JaHHBIX B OTHOLIEHUH KaXXIOr0 U3 CYOBEKTOB MEPCOHAIBHBIX JAaHHBIX,
OCYILECTBIISAIOTCS IPU HEMTOCPEACTBEHHOM yYacCTHH YEJIOBEKa.

HepexiapupoBaHHble BO3MOKHOCTHM — (DYHKIMOHAIbHBIE BO3MOXKHOCTH CPEACTB BBIYMCIUTEIBHOMN
TEXHUKHU, HE ONMCAHHBIE WM HE COOTBETCTBYIOIIME ONMMCAHHBIM B JAOKYMEHTAIUH, IPU HCIOJb30BaHUU
KOTOPBIX BO3MOXKHO HapyllleHue KOH(PUACHIINAIbHOCTH, TOCTYITHOCTH WJIM LIEIOCTHOCTH 0OpadarbiBaeMoi
nH(pOpMaLINH.

HecankumoHnpoBaHHbIN J0CTYN (HECAHKUMOHMPOBAHHbIE AelicTBHSA) — JOCTYN K MH(OpMalUU WIH
neicTBus ¢ nHGopMalueil, Hapylarolue IpaBuiia pa3rpaHudeHusl J0CTyIa ¢ UCIOJIb30BAaHUEM IITATHBIX
CPEACTB, MPEAOCTABIAEMBIX HH(OPMAILIMOHHBIMH CUCTEMaMH ITEPCOHAIBHBIX TaHHBIX.

Hocureas ungopmanuu — pusnveckoe JULIO WIK MaTepHaIbHbIA 00BEKT, B TOM YHcie (pU3NUECcKoe MoJe, B
KOTOpPOM HMH(pOpMaIMsi HaXOAUT CBOE OTPaKEHUE B BHUJE CHMBOJIOB, 00pa30B, CHUTHAJIOB, TEXHUYECKHUX
pEeLIeHH U MPOLIECCOB, KOJTUYECTBEHHBIX XaPaKTEPUCTUK (PU3MUECKUX BEIUYHH.

OO0e3IMunBaHue MePCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3yJbTaTe KOTOPHIX HEBO3MOKHO OINPENETUThH
MIPUHA/IIEKHOCTD MEPCOHATIBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY NepCOHANIbHBIX JaHHbIX.

O0padoTKa nepcoOHANbHBIX JAHHBIX — JI€HCTBUSA (ONepalii) ¢ IepCOHAbHBIMU TaHHBIMH, BKJIIOUas coop,
CHUCTEMAaTH3allMi0, HAaKOIUIeHHe, XpaHeHUe, YyTOuHeHHe (OOHOBJEHHE, W3MEHEHHE), HCIOIb30BaHHeE,
pacrpocTpaHeHHe (B TOM YHCIIe Mepeaady), 00e3nnyruBanme, OJI0KHPOBaHHE, YHUUTOXEHHUE MEPCOHAIBHBIX
JAHHBIX.

OO0menocTynHble NepPCOHAIbHBIC JaHHbIE — IEPCOHAJIBHBIE JAHHBIE, JOCTYIT HEOTPAaHUUEHHOI'0 KpyTa JIMII
K KOTOPBIM TIPEIOCTABJICH C coriacusi CyObeKTa MepCOHANBHBIX JAHHBIX WM Ha KOTOPHIE B COOTBETCTBUU C
(benepalbHBIMU 3aKOHAMHU HE PaCIPOCTpaHsIETCs TpeOOBaHKE COOMIOCHUS KOH(PHICHIIMATIBHOCTH.
Omnepartop (mepCOHANBHBIX JAHHBIX) — FOCYAAPCTBEHHBIM OPraH, MyHULIUIIAIBHBIA OpraH, IOpUANYECKOE
unu GU3NYECKOe JIMI0, OpraHu3ylomee u (MiK) OCYIIECTBIISIIONEe 00pabOTKy MEPCOHANBHBIX JTAaHHBIX, a
TaK)Xe OINpeAeNsIoLue [eNu U cofepxKaHrue 00pabOTKH MePCOHATbHBIX IaHHBIX.



IlepexBaT (MH(pOpMaINUN) — HEMPABOMEPHOE TMONYYeHUE WH(POPMAIIUU C UCTIOIB30BAHHEM TEXHHUECKOTO
CpEeJICTBa, OCYIIECTBIISIONIETO OOHAPYKEHHE, TPUEeM U 00pab0TKy HH(POPMATHUBHBIX CUTHAJIOB.,
ITepconanbHbIe JaHHBbIE — J1100ast HH(pOPMALMS, OTHOCSINASACS K ONPEIEIEHHOMY MM ONpeesIseMOMY Ha
OCHOBAaHMU TakoW MH(popMarmu GusnyeckoMy JHIly (CyOBEKTY NEpCOHAIBHBIX JAHHBIX), B TOM YHCIE €T
damunus, WM, OTYECTBO, TOJ, MeECAl, Jara W MECTO POXKIEHHs, aapec, CeMeilHOoe, COIHalbHOE,
MMYIIECTBEHHOE MOJIOKEHHE, 00pa3oBaHue, mpodeccusi, T0X0 b, Apyras HHPOpMaIusl.

ITo0o4HbIe 31eKTPOMATHUTHBIC M3JYYeHHS] M HABOJAKH — DJIEKTPOMArHUTHBIE U3JIyUYE€HUS TEXHUUYECKUX
cpeactB 00pabOTKM 3amuinaeMoil MHGOpMalKU, BO3HMKAIOIIME KaK MOOOYHOE SIBJICHHE U BbI3BaHHBIE
IEKTPUUYECKUMH CHUTHAJaMM, JACHCTBYIOIIMMU B HX 3JIEKTPUUYECKMX M MAarHUTHBIX LENAX, a TaKkKe
3JIEKTPOMArHUTHBIE HABOJIKHM ITUX CUTHAJIOB HAa TOKOMPOBOSAIINE IUHUM, KOHCTPYKIIUH U LU TUTAHUSI.
IMosmTHKA «YUCTOrO CTOJIA» — KOMIUIEKC OpraHU3aMOHHBIX MEPONPUITUN, KOHTPOJIUPYIOLINX OTCYTCTBHE
3aMMChIBaHUS HAa OyMa)kKHbIE HOCHTENH KJoued W arpulyToB AocTyna (mapojeil) U XpaHeHHs MX BOJIH3H
00BEKTOB JIOCTYTIA.

ITosb3oBaTesqb MHGPOPMALMOHHON CHCTEMBbI MEPCOHAJBHBIX JaHHBIX — JIMLO, YYacTBYIOLIEE B
(YHKIMOHUPOBAHUU MH(POPMAIIMOHHON CHCTEMBI IEPCOHATBHBIX JAaHHBIX WM HCIIOJB3YIOIIEEe PE3yabTaThI
ee (QyHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHu4eHusi JOCTYNAa — COBOKYIHOCTb IIPaBMJ, PErJIAMEHTHUPYIOUIMX IpaBa JOCTyIa
CyOBEKTOB JIOCTYyINa K 00BEKTaM JOCTYIA.

IIporpamMHasi 3akiagka — KOJ HIpPOrpaMMbl, NPEAHAMEPEHHO BHECEHHBIH B IMPOrpaMMy C LEJbIO
OCYIIECTBUTh yTEYKY, HW3MEHHUTh, OJIOKUPOBATh, YHUYTOXKUTh HMH()OPMAIIMIO WIM YHUYTOXKUTH W
MOUGUIMPOBATH TPOrPaMMHOE OOecIiedeHrne HHPOPMALIMOHHON CHCTEMBI ITEPCOHATBHBIX JTAHHBIX U (WIIN)
OJIOKMPOBATH aNIapaTHbIe CPEICTBA.

IIporpammHoe (mporpaMMHoO-MaTeMaTH4YecKOe) BO3/lelicTBHE — HECAHKIIMOHUPOBAHHOE BO3/ECTBUE HA
pecypchl  aBTOMAaTH3MPOBAHHOW WH(MOPMAIIMOHHON CHCTEMBI, OCYIIECTBIISIEMOE C HCIOJIb30BAHUEM
BPEJIOHOCHBIX IIPOTPaMM.

PackpbiTHE MepCOHATBHBIX JAHHBIX — YMBIIUIEHHOE WM CIy4daiiHOe HapylleHue KOH(UIeHINaIbHOCTH
MIEPCOHAJIBHBIX JaHHBIX.

PacnipocTpaHenne mepcoHaNbHBIX JAHHBIX — JCHCTBUS, HANPABICHHBIE HA IEepenady MEePCOHAIbHBIX
JAHHBIX OIpE/IeJIeHHOMY Kpyry Juil (Ieperada IMEpCOHAJIbHBIX [aHHBIX) WM Ha O3HAKOMJICHHE C
MEPCOHAIBHBIMU JIaHHBIMU HEOTPAHUYEHHOTO Kpyra JIMI, B TOM 4HuClI€ OOHAapOJOBaHHE IMEPCOHAIbHBIX
JAHHBIX B CPEJICTBAX MAaccOBOM HMH(pOpMaIUH, pa3MelleHne B MH()OPMaIlMOHHO-TEIEKOMMYHUKALMOHHBIX
CEeTSIX WM MPEAOCTaBICHNE JOCTYIA K IEPCOHATbHBIM JaHHBIM KaKUM-JTUO0 MHBIM CIIOCOOOM.

Pecypc uHpOpManMOHHOM CHCTEMBI — HWMEHOBAHHBIA DJJIEMEHT CHCTEMHOTO, IPUKIAJHOTO WU
anmapaTtHoro odecreueHust pyHKIIMOHUPOBaHUS HH(POPMALIMOHHON CUCTEMBI.

CpencrBa BHIYHCINTEIBHOM TEXHMKH — COBOKYITHOCTh ITPOIPAMMHBIX U TEXHUYECKHUX JIEMEHTOB CUCTEM
00pabOTKH AaHHBIX, CHOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSATEIBHO MU B COCTaBE IPYTHX CUCTEM.
Cy0bekT mocryna (cy0beKT) — JIMIIO WIHM MPOLECC, AEUCTBUS KOTOPOTO PErIaMEHTUPYIOTCS NPaBUIIAMH
pasrpaHuyeHust 10CTyma.

Texnnyeckue cpeacrsa HH(POPMAUMOHHON CHCTEMBI IEPCOHAJBHBIX JAAHHBIX — CpPEICTBa
BBIUHCIUTENbHON TEXHUKH, NHPOPMAIIMOHHO-BBIYUCIUTEIbHbIE KOMIIEKCHI U CETH, CPEICTBA U CHCTEMBI
nepegaun, mnpuema u obOpabotku IIJIH (cpeactBa M cUCTEMBI 3BYKO3AIHUCH, 3BYKOYCHIJICHUS,
3BYKOBOCIIPOM3BEJIEHUS, IIEPETOBOPHBIE M TEJIEBU3HMOHHBIE YCTPOWCTBA, CpPEACTBA H3TOTOBIIEHUS,
TUPAKXUPOBAHUS JOKYMEHTOB U IPYrHe TEXHUYECKHE CPeICTBA 00pabOTKU peueBoil, rpaduueckoil, Buaeo- u
OyKkBeHHO-IIM(PpOBOK HHPOpMALMK), TPOrpaMMHBIE CpeJICTBA (ONEpAl[MOHHBIE CHCTEMBl, CHUCTEMBI
ynpasieHus: 6a3aMu JaHHBIX U T.I1.), CPEJCTBA 3aIUThl HH(OPMALIUY, TPUMEHsAEMbIE B MH()OPMAIIMOHHBIX
CUCTEMax.

Texnunuyeckuii kKaHaja yredykd HHGOPMaNUM — COBOKYIMHOCTh HOcuTens uHpopmanuu (cpencrBa
00paboTKu), (U3MUECKOW Cpeapl pacmpocTpaHeHUss WH(POPMATHBHOTO CHUTHAIA M CPEICTB, KOTOPBHIMH



noObIBaeTCs 3ammuiaeMasi HHhoOpMarus.

TpancrpannyHasi nepegaya NMepcOHAJBHBIX JAHHBIX — MEpe/ada MepPCOHANbHBIX JaHHBIX ONEpaTOPOM
yepe3 ['ocygapcTBeHHyto rpanuily Poccuiickoit @enepanuu OpraHy BJacTH MHOCTPAHHOI'O TOCYAapCTBa,
(bU3HUYECKOMY WIH FOPUIMIECKOMY JTUIy HHOCTPAHHOTO TOCYAapCTRa.

Yrpo3sl 0e30MacHOCTH MEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCIOBHHA M (DaKTOPOB, CO3TAFOIIMX
OMAacHOCTb HECAHKIIMOHMPOBAHHOI'O, B TOM YHCJE CIy4alHOro, JOCTyla K IEePCOHAIBHBIM JIaHHBIM,
pEe3yNbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXKCHHE, HW3MCHCHHE, OJIOKHUPOBAHHME, KOIUPOBAHUE,
pacnpocTpaHEHHE IEPCOHATbHBIX JAHHBIX, 4 TaK)K€ HHBIX HECAHKIIMOHWPOBAHHBIX IEHCTBUH MpH HX
o0paboTke B MHGOPMAIIMOHHON CHCTEME NEPCOHANBHBIX JTaHHBIX.

YHHUYTOXKEeHNe TMEePCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXKHO BOCCTAHOBHTD
coJiep>KaHue MEePCOHANbHBIX JAHHBIX B HH(POPMAIIMOHHOM CUCTEME MepCOHANIbHBIX TaHHBIX UJTU B Pe3yJbTaTe
KOTOPBIX YHUUTOXKAKOTCSI MaTepUAIbHBIE HOCUTEIN NIEPCOHATBHBIX JIAHHBIX.

VYreuka (3ammmaeMoil) wuHPOpMAUMH N0 TEXHHYECKHM KaHAJaM — HEKOHTPOJIUpYeMOoe
pacnpocTpaHeHue WH(OpPMAIMKA OT HOCHUTENs 3alluiaeMol WHQpopMaIuu 4depe3 (GHU3MUecKylo cpemy o
TEXHUYECKOTO CPEJICTBA, OCYIIECTRIISIOIICTO MePeXBaT HHPOPMAITHH.

Ys3BUMOCTH — CIIa00CTh B CPEJCTBAX 3AIUTHI, KOTOPYIO MOXHO MCIOJIB30BaTh AJI HAPYUICHHUS] CUCTEMBI
WM cofiepKalieics: B Heil nHpopMaIiui.

LenoctHocTs  MHpOPpMAIMH  —  CHOCOOHOCTh  CPEACTBA  BBIUMUCIUTENBHOM  TEXHUKH  WJIH
aBTOMATHU3HPOBAHHOW CHCTEMbI 0OecliedrBaTh HEM3MEHHOCTh HH(OPMALIUU B YCIOBUSX CIy4allHOTO W/WiH
MpeAHaMEPEHHOTO UCKaXEHUs (pa3pyIleHus).

OBO3HAYEHUA U COKPAILIEHU A

ABC — aHTUBHpYCHBIE CpE/ICTBA

AC — aBTOMaTH3UpOBaHHAs CUCTEMA

APM — aBTOMaTH3UpOBaHHOE paboyee MeCTo

BTCC — BcriomoraTesibHbIE TEXHUYECKHE CPENCTBA U CUCTEMBI
NCIIAH — nH(popMaIMoOHHAs CUCTEMA ITEPCOHAIBHBIX TAHHBIX
K3 — koHTpOnMpyemas 30Ha

JIBC — nokanbHas BEIYUCIUTEIbHAS CETh

MDD — MmexceTeBoi FKpaH

HCJ] — HecaHKIMOHUPOBaHHBIN JOCTYII

OC — onepanoHHas cucTeMa

OY —ob6pazoBaTenbHOe YUPEKICHHE.

I1/TH — mepcoHanbHBIE JaHHBIE

IIMB — nporpaMMHO-MaTEMaTUYECKOE BO3AEHCTBHE

I1O — nporpamMmHoOe obecrieueHue

[IOMMUH — no6oyHble 37IeKTPOMAarHUTHBIE U3TYyYEHUS U HABOIKU
CA3 — cucremMa aHaian3a 3alIAIIEHHOCTH

C3U — cpencTsa 3amuTh HTHGOPMaUU

C3I1I1 —cucrema (moacucTeMa) 3aluThl HEPCOHATBHBIX JaHHBIX
COB — cucrema 0OHapyKEHHs BTOPKEHU I

TKYU — texHudeckue KaHaJbl yTe€UKH HHPOpMAILTUN

TC — TexHuueckue cpeacTaa

YBII/IH — yrpo3sl 6€30MacHOCTH MEePCOHATBHBIX JTaHHBIX

AWDB — anmMunucTpaTrop nHGOpPMaLMOHHON 0€30MMacHOCTH



BBEJAEHUE

Hacrosmas Konnenmust mHdopmanmonnoit 6e3onacHoctrn MCIIJIH, ucnonszyemas B OV, sBusercs
oUIHATBEHBIM TOKYMEHTOM, B KOTOPOM OMPE/IEICHa CUCTEMA B3MJISIOB Ha obecrieueHre HH(PpOPMAITMOHHOMI
6e3omacuoctn OY. Hactosmas KoHieniust ompenenseT OCHOBHBIC IIENIM M 3a7add, a Takke OOIIyIo
CTPATETHI0 TOCTPOEHUSI CUCTEMBI 3amuThl iepcoHalbHbIX AaHHBIX (C3I1dn) OY. Konuenuus onpenenser
OCHOBHBIC TpeOOBaHUS W 0a30BbIC MOAXOMbI K HMX pealM3aluu JJs TOCTIKEHUs TpeOyemMoro ypoBHS
0e30macHOCTH HH(POPMAIIHH.

Konnenmus pazpaboraHa B COOTBETCTBUU C CHUCTEMHBIM MOJXOJOM K 0O0€CIEeYeHHI0 HH(POPMAIIMOHHOM
6e3omacHocTi. CHCTEMHBIN MOAXO0J MpeJroiaraeT MpoBeJeHNEe KOMIUIEKCa MEPOIPHUITHH, BKIIOYAIOLIUX
UCcleI0BaHue yrpo3 MH(GOpMalMOHHONH 0e30MacHOCTH U pa3paboTKy cucteMbl 3amuThl [1/[H, ¢ mo3unuun
KOMIUIEKCHOTO TMPUMEHEHMS] TEXHUYECKUX M OpPraHU3allMOHHBIX Mep M cpeAcTB 3aumuThl. [loj
nHpopMannoHHOW Oe3omacHOoCcThi0 [IJ[H TOHMMAaeTcs 3alUIIEHHOCTh TMEPCOHATBHBIX JAHHBIX W
oOpabaTeiBaromield WX WHQOPACTPYKTYPHl OT JFOOBIX CIYYaWHBIX WM 3JIOHAMEPEHHBIX BO3JCHCTBHMA,
pe3yIbTaTOM KOTOPBIX MOKET SIBUTHCSI HAHECEHHE yIepOa caMoli MHPOpMaIuy, ee BlaaebliaM (CyobeKkTaMm
[111) unu undpactpykrype.

3anaun nHOOPMALIMOHHON OE30MAaCHOCTH CBOJAATCA K MUHHUMH3AIMU yIIepOa OT BO3ZMOKHOW peann3aiuu
yrpo3 Oe3omacHoctu [IJIH, a Takke K MPOTHO3MPOBAHUIO W MPEAOTBPAILEHUIO TaKUX BO3JICHCTBUM.
Konnenmus ciy>kuT OCHOBOW JUIsl pa3padOTKH KOMILUIEKCA OPTraHU3allMOHHBIX M TEXHUYECKUX Mep IO
obecniedeHunto nHPopMamoHHou 6e3omacHocTr OV, a Tak)Ke HOPMATUBHBIX U METOJMYECKUX JOKYMEHTOB,
00ECTIeYNBAOIINX €€ PeaTH3alnio, U He MPEAToiaraeT MoAMEHbl (YHKIUN TOCyTapCTBEHHBIX OPIraHOB
Biractu Poccuiickoit ®enepanuu, OTBedarommMx 3a obOecredeHre O0e30macHOCTH HMH(POPMAIMOHHBIX
TEXHOJIOTUH | 3aIIUTy WH(pOpMAIIHH.

KoHnenuus sBisercs METOA0JI0THYECKOW OCHOBOM JUIA:

- (hopmupoBaHUs ¥ MPOBEACHUS SIMHOW MOJUTUKHU B o0siacTu obecrieuenus o6ezonacHoctu [1JIn B UCII/IH
oV,

- TPUHATHUS YIPABICHUYECKUX PEUICHHH U pa3paboTKU MPAKTHYECKHX MeEp IO BOTUIOIICHHIO TMOJIUTUKU
o6esomacHoctn IIJ[H u BBIPAaOOTKM KOMIUIEKCA COTJIACOBAaHHBIX MEpP HOPMAaTHBHO-TIPABOBOTO,
TEXHOJIOTHYECKOTO M OPTraHU3aIMOHHO-TEXHUYECKOTO XapaKTepa, HalPaBJICHHBIX Ha BBIABIICHUE, OTPAXKEHUE
Y JIMKBUJIALMIO TIOCJIECTBUN PEIM3alliy pa3IndHbIX BUIOB yrpo3 I1/1H;

- KOOpJIMHAIIUU JIEITEIbHOCTH CTPYKTYPHBIX TonpasneieHuit OY npu npoBeAeHUN padoT MO Pa3BUTHIO U
skcmutyataruu UCIIIH ¢ cobmoaenuem tpedboBanuii ooecnieuenus: 6ezonacHoctu [1/1H;

- pa3paboTKU TMPEANOKEHUN TIO0 COBEPIICHCTBOBAHMIO TIPABOBOTO, HOPMATHBHOIO, METOJUYECKOTO,
TEXHHYECKOT0 U Oopranu3annoHHoro obecneyenus 6ezonacuoctu [1/{n 8 UCITJn OV.

Ob6nacte mnpumeHeHus: KOHIENIMM paclpocTpaHsSeTCss Ha BCe CTPYKTypHble monapasaenenus OV,
AKCIUTyaTUPYIOIIUE TeXHU4eckue M mnporpammubie cpeiactBa MCII[IH, B KOTOpBIX OCYILIECTBISIETCS
aBTOMaTH3MpoBaHHas oOpabotka I1/[H, a Takxke Ha moApas/eieHHs, OCYLUIECTBISIIONINE COMPOBOXKIEHUE,
oOcinyxuBaHue u obecredyenne HopManbHoro GyHkunonupoBanuss MCII[An. [IpaBoBoit 6a3zoif s
pa3pabotku Hactosmeld Konmemnuu ciyxaT TpeOOBaHHS JCUCTBYIOIMX B Poccuu 3aKOHOMATENBHBIX WU
HOPMATHBHBIX JOKYMEHTOB TI0 00ECTICYCHUIO 0€3011aCHOCTH NIepCOHaNbHBIX MaHHbIX (I1/1H).

O01Me moJ10KeHus

Hacrosimas Konnenuus onpezenseT OCHOBHbBIE IENM U 3a/1a4M, a TaKKe OOIIYI0 CTPATETHIO MMOCTPOSHUS
cucTeMbl 3amuThl nepcoHanbHbiXx NaHHBIX (C3IIAH) OV, B coorBerctBuu ¢ Ilepeunem UCII[n OV.
Konuenmus onpenenser ocHOBHbIE TpeOOBaHUS U 0a30BbI€ MOAXOMbI K MX peau3alu, IS JOCTUKEHUS
Tpedyemoro ypoBHs Oe3zonmacHoctd wuHpopmaruu. C3II[Jn  mpexacraBiser co0OM  COBOKYITHOCTH
OpPraHU3alMOHHBIX U TEXHUYECKUX MEPONPUATHN i1 3amuThl [I/IH OT HEmpaBOMEPHOTO WIIM CIIy4ailHOTO



JOCTyTa K HUM, YHUUYTOXKEHUS, U3MEHEHUS, OJTIOKHMpOBaHUS, KOMUPOBaHus, pacnpocTpanenus [1/1x, a Taxxe
VMHBIX HEMPAaBOMEPHBIX JIEUCTBUH C HUMH. be30macHOCTh MEPCOHAIBHBIX JAaHHBIX JOCTUTAETCS IyTEM
WCKJIFOYEHUS] HECAaHKLIMOHUPOBAHHOTO, B TOM YHCJE CIYy4YallHOIO, JIOCTyNa K NEPCOHAJIBHBIM JIaHHBIM,
pe3yabTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOKEHHE, HW3MEHEeHHe, OJOKMpOBaHUE, KOMUPOBAHHUE,
pacnpocTpaHeHUEe MEPCOHATIbHBIX JAHHBIX, & TAKXKE MHBIX HECAaHKIIMOHUPOBAHHBIX JeicTBuil. CTpyKTypa,
coctaB u ocHoBHble (yHKumu C3IIHu ompenenstorcs ucxons u3 kmacca WCIJu. C3II[In BrIrogaer
OpraHHU3aIOHHBIE MEPhl U TEXHUYECKUE CPEICTBA 3alIUThl MHPOPMAIUHU (B TOM 4YHCIE MHU(POBAILHBIC
(xpunrorpaduyeckue) CpeAcTBa, CpelCTBa MPEIOTBPALICHUS HECAaHKIMOHHUPOBAHHOTO JOCTYIA, YTEUKU
nH(OpPMaLIUY MO0 TEXHUYECKUM KaHajlaM, IPOrpaMMHO-TEXHUYECKUX BO3JICHCTBHI HA TEXHHUUECKHUE CPECTBA
obpaboTtku I1/IH), a Takke UcHoab3yeMble B UHGOPMAIMOHHON crucTeMe HH(GOPMallMOHHbIE TEXHOJIOTUH.
OTu Mepbl PU3BaHbI 00ECIEUNTH:

- KOHpHUIEHIHATBHOCTH HHPOPMALIKY (3aIIUTa OT HECAHKIIMOHUPOBAHHOTO 03HAKOMJICHHS);

- HeJOCTHOCTh HH(opMaIK (aKTyalbHOCTh M HEMPOTHBOPEYMBOCTh MH(POPMALIUNH, €€ 3alIUIIEHHOCTh OT
pa3pylLIeHMs] 1 HECAHKLIMOHUPOBAHHOTO U3MEHEHN);

- gocTynmHocThb wuH(popManuu (BO3MOXKHOCTH 32 TIPHEMIIEMOE BpeMs MOJIYyYUTh TpeOyeMyro
MH(OPMALIMOHHYIO YCIIYTY).

Craguu co3manus C3I1IH BKIIOYAOT:

- IPEANPOCKTHAs CTaus, BKItovaronias npeanpoektHoe odcnenoBanue MCII/IH, pa3paboTKy TEXHUYECKOTO
(4acTHOTO TEXHHUYECKOT0) 3a/IaHUs Ha €€ CO3/aHHE;

- cTaausi MpoeKTUpoBaHus (pa3paborku mpoektoB) u peanusanuu WCII[AH, Brimrowaromas pa3paboTKy
C3I1du B cocrase UCII/H;

- cragus BBojga B jeiictBue C3IIJIH, BKiIrouaromasi ONBITHYIO S3KCIUIyaTallUI0 M IPUEMO-CIAaTOYHBIE
UCIBITAHUS CPEJICTB 3allUThl HHPOpMAIuu, a Takxke oreHKy coorBerctBus HCII[Ia TpebGoBanmsIM
6e30macHOCTH HHPOPMALIUH.

Opranu3zalioHHbIE MEPHI IPEyCMaTPUBAIOT CO3/IaHKE U MOAEpKaHUE MPaBoBoil Oa3wl OezonacHocTu [1/1H
U pa3paboTKy (BBedeHHE B JACCTBHE) MpeAycCMOTpeHHBIX [loiauTukol HHQPOPMAIMOHHON 0€30MacHOCTH
UCIIH cnenyronmx OpraHu3aliioOHHO-PaCIOPSAUTENbHBIX JOKYMEHTOB:

- [Inan meponpusituii o obecnedenuto 3amutsl [1/10 mpu ux odpadorke B UCII/IH;

- [lopsimox pe3epBupoBanus U BocctaHoBIeHUs1 paboTocnocooHoctn TC u I10, 6a3 nannbix u C3U;

- JlomxnoctHas uactpykuus aamuHuctparopa UCII[In B wactu obecneyenust 6e3omacuoctu [1/In mpu ux
obpabotke B UCII/IH;

- Jlo;skHOCTHAs MHCTPYKIUA aqMuHucTpaTopa 6ezonacuoctu UCTI/IH;

- JlomkHoctHas uHCTpykius monb3oBarens VCII/In B yactu obecrieuenusi 6e3omacHoctu [1JIH mpu ux
obpabotke B UCII/H;

- HCTpyK1IMS MONB30BaTeNs Ha Ciydail BOSHUKHOBEHHSI BHELITATHOM CUTYallUU;

TexHuueckue Mepbl 3alUTHl PEATU3YIOTCS MPU MOMOIIM COOTBETCTBYIOUIMX IMPOTPAMMHO-TEXHUYECKUX
CPEICTB ¥ METO/I0B 3aLUTHI.

[lepeueHb HEOOXOAMMBIX MEp 3alIUTHl HTHPOPMAILIUU OMPEENIIeTCs 10 pe3ysibTaTaM BHYTPEHHEW MPOBEPKHU
oe3omacHoctu UCIITa OVY.

3agaum cucTeMbl 3aIIUTHI ePCOHANbHBIX JaHHBbIX (C3I11H)

Ocnosro#t niensto C3I1/IH sBriseTcs MUHUMH3AIUS yIiepOa OT BO3MOXHOM peau3aluu yrpo3 0e30macHOCTH
IT1/Ta. Jns mocTuykeHuss OCHOBHOHM Iienu cuctema OesomacHoctu I1/ln MCIT[AH momkHa oOecreurBaTh
3¢ pexTUBHOE pelIeHHE CIEAYIONMNX 3a/1a4:

- 3alIUTy OT BMemarenabcTBa B mponece pynkimonuposanuss WCIIIH moctopoHHHX JUI] (BO3MOXKHOCTH
rcnoJib3oBanus AC U TOCTYI K €€ pecypcaM JI0JKHBI UMETh TOJBKO 3apErUCTPUPOBAHHBIE YCTAHOBIEHHBIM
MOPSAIKOM TOJIb30BaTElNN);



- pasrpaHuyeHuEe JO0CTyla 3aperuCTPUPOBAHHBIX II0Jb30BATENEH K allapaTHbIM, IOPOrPAMMHBIM H
nHpopmannonubiM pecypcam WCITJIH (BO3MOXHOCTBH JTOCTyNa TOJBKO K TEM pecypcaM M BBITOTHEHUS
TONBKO TEX OMepaluid C HUMH, KOTOPbIe HEOOXOIWMBI KOHKPETHBIM mojb3oBarenssm WCIIIn nms
BBITIOJTHEHUS CBOUX CITY’)KEOHBIX 00S3aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIITMOHUPOBAHHOTO JIOCTYTIA!

a) kK uHpopmanuu, nupkyaupyromeit B UCIH;

0) k cpenctBaM BeruuciutenbHou Texauku MCIIH;

B) K anmapaTHbIM, TPOrPAMMHBIM U KPUNITOTPAPUIECKUM CPEICTBAM 3aIUThI, UCToNb3yeMbiM B UCTI/IH;

- pEerucTpauyio JICUCTBUU TOJIb30BATENE MpU MCIOIb30BaHMU 3amuinaemeix pecypco HCII[In B
CUCTEMHBIX )KypHaJIaX ¥ NEPUOIUYECKHI KOHTPOJIb KOPPEKTHOCTH ACHCTBUI MOJIb30BATENEH CUCTEMBI ITyTEM
aHaJIM3a COJIEPKUMOTO ITUX KYPHAJIOB;

- KOHTPOJIb IEJIOCTHOCTH (00ecreueHne HeM3MEHHOCTH ) CPE/Ibl UCIIOJIHEHUS IIPOTPaMM U €€ BOCCTaHOBJICHHE
B Cly4ae HapyIICHHUS;

- 3alUTy OT HECAHKIMOHHPOBAHHOW MOIUGPUKAIMHA U KOHTPOIb IEIOCTHOCTH Hcmonb3yeMbix B MCIIH
MIPOTrPaMMHBIX CPEJCTB, a TAKKE 3aLTUTY CUCTEMbI OT BHEAPEHUSI HECAHKIIMOHUPOBAHHBIX MIPOTPamMM;

- 3amuty [1/I# OT yTeuku mo TeXHMYECKUM KaHajaM IMpu ee o0paboTKe, XpaHEHUH U Mepeade Mo KaHaiam
CBA3U;

- zamuty [IJIn, xpanumoli, oOpabaTbiBaeMOM ¥ TiepeJaBaeMoOl MO KaHajgaMm  CBSI3H, OT
HECAaHKIIMOHUPOBAHHOTO pa3rjallleHUs] WIH UCKAXKECHUS;

- o0ecreueHue JKUBYYECTH KPUNITOTpaUIeCKUX CPEJICTB 3alUThl HH(POPMALIMK TPU KOMIPOMETAIIMH YaCTH
KJII0YEBOM CHCTEMBI,

- CBOEBPEMCHHOE BBISIBJICHUE UCTOYHUKOB Yrpo3 6e3omacHoctu [1/1H, MpUYMH U yCIOBHIA, CIOCOOCTBYIONTUX
HaHeceHuto ymiepOa cyOwektam IIJIH, co3gaHme MexaHW3Ma OMEPATUBHOTO PEAarupOBAaHMS HA YIPO3bI
oe3onacHocTH I1/IH 1 HEeraTUBHBIC TCHACHIUH;

- CO3JIaHUE YCIJIOBUH JIJI1 MUHUMU3AIMH 1 JIOKAJIU3AI[UY HAHOCUMOTO yIiepoa HelpaBOMEPHBIMU JACHCTBUSIMHU
bU3MYECKUX W IOPUIUYECKHX JIMI, OCJIa0JeHHe HETaTUBHOTO BIMAHUSA M JIMKBUJAIMS TOCIEACTBHMA
Hapyuienus 6ezonacuoctu [1]1H.

O0BEeKTHI 3aIIUTHI
Ilepeyenb HHPOPMANIMOHHBIX CHCTEM

B OV npousBonutcs 06paboTKa MepCOHAIBHBIX JIAHHBIX C MMOMOIIIBIO ucnoyb3yembix B OY UCIIIn
(uH(OpMaIOHHAs CUCTEMA MEPCOHAIBHBIX J1aHHBIX ).

ITepeuens UCII/IH onpenensiercss Ha ocHoBaHMM OTueTa 1Mo pe3yabTaTaM BHYTPEHHEH MPOBEpKU
(pa3pabatbiBaeTcs HHAUBUAYAIBHO i OV).

IlepeyeHb 00bEKTOB 321U THI

O6bexkTamu 3anuThl sBiIsieTcs uHpopManus, obdpabateiBaemas B VMCII/IH, u TexHuUYecKue cpeicTBa ee
oOpaGoTku u 3amuThl. llepcoHanbHble AaHHBIE, MOAJEXKAllME 3alIUTe, omnpeaenaeHsl B Ilepeune
MEePCOHANIbHBIX TaHHBIX, Mojyiexkamux 3ammre B UCIT/(H.

OOBEKTHI 3aIIUTHI BKIIIOYAIOT CIEAYIONINE KOMIIOHEHTHI:

1) O6pabaTbiBacMast HH(pOpMAaLIHSL.

2) TexHonorudeckass UHGOPMAIIHS.

3) [IporpaMMHO-TEXHHYECKHE CPEICTBA 0OPAOOTKH.

4) Cpenctna 3ammuTs! [1/]H.

5) Kanansr uandopmanimoHHOro oOMeHa 1 TEIeKOMMYHUKAIIUH.

6) OOBEKTHI M MOMEIIEHHUSI, B KOTOPBIX pa3mereHbl koMrnoHeHTsl UCIT/IH.



Knaccupurkanus nmoab3zoBareseid UCII/In (undopmanmoHHasi cucTeMa NMepcoOHAJbHbBIX JAHHbBIX)

[Tonw3oBarenem UCII/IH sBisieTcst U110, y9acTBYIOIIEe B (YHKIIMOHUPOBAHUU MH(POPMAIIMOHHON CHCTEMBI
MEPCOHATBHBIX JAHHBIX WM HCIIONB3YIOIIEe pe3ynbTaThl ee (pyHkiuonupoBanus. B OV monb3oBaTenem
NCTI/In sBnsieTcs moboit cotpyaauk OV, umeromuii noctyn k UCII/IH u ee pecypcaMm B COOTBETCTBUU C
YCTaHOBJICHHBIM MOPSAIKOM, B COOTBETCTBHH C €0 (PYHKIIMOHAIBHBIMU O00S3aHHOCTSIMH.

ITonb3oBarenu UCIT[AuB OV nenarcs Ha TpU OCHOBHBIE KATETOPUU:

1) Amvunuctparop HCIIH. Cotpyanumku OV, KOTOpbIE 3aHUMAIOTCS HACTPOMKOW, BHEIPEHHEM U
conpoBoxaeHNEM cucTeMbl. Anmuauctparop UCIIx obnagaeT cieayronuM ypoBHEM JOCTYIIA:

- oOmamaet moytHOM MH(OpMaIel 0 CUICTEMHOM M MPUKIIaIHOM ITporpammHoM obecrieuenun UCTIdH;

- oOmamaet moytHOM MH(OpMaIMel 0 TeXHHYeCKuX cpeactBax u kornuryparuun UCIIIH;

- IMEET JOCTYH KO BCEM TEXHHUYECKUM cpesicTBaM 00padotku nnpopmanmu u naaasiM MCI/IH;

- o0nagaer mpaBamMu KOH(QHUTYpUPOBAHUS U aJIMUHUCTPATUBHON HACTPOUKHU TexHU4Yeckux cpencts UCIT/IH.
2) Iporpammuct-pazpabotunk HCII/In. Corpynuuku OV WM CTOPOHHHUX OpTaHU3aIMi, KOTOPBIE
3aHUMAIOTCS pa3paboTkoi mporpammHoro obecnedeHus. Paspaborunk WCII[AH obmamaer ciemyromum
YPOBHEM JIOCTYIIA:

- obmamaer nHopMaluel 06 anrropuT™Max u nmporpammax 0opadorTku nadopmarnuu Ha UCIdH;

- o0nazaeT BO3MOXXHOCTSIMH BHECEHHS OLIMOOK, HENEKIApUPOBAHHBIX BO3MOXKHOCTEH, MPOTrPaMMHBIX
3aKJIaJI0OK, BPEIOHOCHBIX Mporpamm B mporpammuoe obecrneuenue MCII[IH Ha cragum ee pa3paboTkw,
BHEJPEHHUS U CONPOBOKIACHMUS;

- MOXeET pacroJjarath JJIo0sMu GparMenTamu HHGpopmaruu o Tornosoruu UCITIH 1 TeXHUYECKUX CpeacTBax
o0paboTku u 3amuthl [1/]H, oOpadaTeiBaeMbix B UCIT/IH.

3) Onepatop UCITIn. CoTpynuuku noapazaenennit OY, yuacTByromux B nporecce sxcruryaranuu UCITIH.
Omneparop UCII[IH o6nanaer ciaeayomuM YpoBHEM JA0CTYyIA!

- o0namaer BceMH HEOOXOIMMBIMU aTpuOyTamMu (Hampumep, HaposieMm), OOecleYMBAIOUIMMH JOCTYN K
HEKOTOpPOMY NOAMHOxKecTBY 11/1H;

- pacnionaraet KoHGUACHINATLHBIMU JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Kareropun mnomb3oBarenel TOKHbBI ObITh ompeneneHsl i kaxaod WCIIAH. JlomkHO OBITH YTOYHEHO
paszesieHne COTpYJHMKOB BHYTPH KaTErOpHii, B COOTBETCTBUU C THUIIAMHU I10JIb30BATENEH, ONPEIeICHHBIMU B
[TonuTtuke nHpOpMAaNMOHHON Oe3omacHOCTH. Bce BBISIBICHHBIE TPYMIBI MOJIL30BATENIEH OTPAKAIOTCS B
Otuere mo pesynpraTaM BHYTpeHHeW mpoBepku. Ha ocHoBanum OTuera ompenensitoTcsl mpaBa JocTyna K
anementaM MCII/IH my1st Bcex rpymnn mojbp3oBaTesiell U oTpakaroTcs B Marpuile ocTyna rnosb3oBareneil K
I11n.

OcHOBHbBIE NPUHIOHUNBI MOCTPOCHUA CUCTEMBI KOMILJIEKCHOM 3aIIUThI I/IH(l)OpMaIII/II/I

[Toctpoenue cuctemsl obecnieuenus: 6e3onacHoctu [1/In B UCII[In OV u ee pyHKIMOHUPOBAHUE TOJKHBI
OCYIICCTBIIATHCA B COOTBECTCTBHUU CO CICAYIOIIUMHU OCHOBHBIMHA IIPUHIWUIIAMMU
- 3aKOHHOCTB;

- CHCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HENIPEPBIBHOCTS;

- CBOEBPEMEHHOCTD;

- IPEEMCTBEHHOCTb U HENPEPBIBHOCTh COBEPILICHCTBOBAHNS;

- I€pCoOHaIbHasA OTBETCTBEHHOCTD,

- MUHUMM3a1us HOJ'IHOMO'—H/II\/II;

- B3aUMOJICMCTBUE U COTPYIHUYECTBO;

- THOKOCTb CHCTEMBI 3alIUThI,



- OTKPBITOCTH JITOPUTMOB U MEXaHH3MOB 3aI[HTHI;
- IPOCTOTa MPUMEHEHHUS CPEACTB 3aIIUTHI;

- Hay4Hasi 000CHOBAaHHOCTh ¥l TEXHUYECKAsl Peali3yeMOCTh;
- CIIeIHAIN3anus U MPOoQecCHOHaAIN3M;

- 00513aTeIbHOCTD KOHTPOJISL.

3aKOHHOCTD

[IpeanonaraeT OCymIeCTBICHHE 3alIMTHBIX Mepornpusatuii u paspadorky C3IIJln OY B cooTBeTcTBUH C
JIEHCTBYIONIMM 3aKOHOJATEILCTBOM B oOyactu 3amuThl [IJIH W JOpyrux HOPMATUBHBIX aKTOB IO
0e30macHOCTH HH(POPMAIINH, YTBEPKICHHBIX OpTaHaMH IOCYIapCTBEHHOHN BJIACTH M YIIPABJICHUS B TIpeIeiax
ux komnereHuu. Ilomb3oBatenu u obcmyxkuBaromuii nepconan II[ln B UCIIdn OY nomkHBI OBITH
OCBEJIOMJICHBI O TMOPSJIKE padOThI C 3alMIIaeMOi MHQpOpMAIMel W 00 OTBETCTBEHHOCTH 3a HapyIICHHE
3amuthel [T/1H.

CucreMHOCTD

Cucremnbiii noaxon k mnoctpoeHuto C3II/Iln OY mnpeanonaraeT yder BCEeX B3aUMOCBSI3AHHBIX,
B3aMMOJICHCTBYIOIUX W H3MEHSIONIMXCS BO BPEMEHU SJIEMEHTOB, YCIOBHH M (DAKTOPOB, CYIIECTBEHHO
3HAYUMBIX JUIS MIOHUMaHUS U peuieHus npobdiemsl odecneuenus OezonacHoctu [1/1n 8 UCITun OVY. Ilpu
CO3/IaHUU CHUCTEMBI 3aIMTHI JOJHKHBI YUUTHIBATHCS BCE Ciadble M Hambosee YysS3BUMBIE MECTa CHCTEMBI
obpabotku I[1/]H, a Takke XapakTep, BO3MOKHBIC OOBEKTHI M HAIPABICHUS aTaK HA CHCTEMY CO CTOPOHBI
HapymmTeneil (0COOCHHO BBICOKOKBATM()UIIMPOBAHHBIX 3JIOYMBINUICHHUKOB), TYTH TPOHUKHOBCHHS B
pacupenenennbie cucrembl 1 HCJl k maGopMarmu. Crcrema 3aiuThl I0JDKHA CTPOUTHCS ¢ YIETOM HE TOJIBKO
BCEX M3BECTHBIX KaHaoB nporukHoBeHUs 1 HCJI k mHpOpMAaIuu, HO U ¢ y4€TOM BO3MOXXHOCTH ITOSIBIICHHSI
MPUHIMIIAATEHO HOBBIX MYTEH pean3aluu yrpo3 0€301macHOCTH.

KomMmmiekcHoCTh

KommiiekcHoe HCnoab30BaHHE METOAOB M CPEACTB 3alllUTHl MpPEAINoiaraeT COrjacoOBaHHOE MPUMEHEHHUE
Pa3HOPOJHBIX CPEACTB MPU MOCTPOCHUH LIEJIOCTHOM CUCTEMBI 3aILIUTHI, IEPEKPHIBAIOIIECH BCE CYLIECTBEHHbIE
(3HAauMMBblE) KaHalbl peali3allid yrpo3 U HE coJepkallel cinabbIX MeCT Ha CThIKaX OT/AEJbHBIX €€
KOMITOHEHTOB. 3allliTa JIOJDKHA CTPOUTHCS AIICIIOHUPOBaHO. (715 KaKI0ro KaHajla yTeuku uHpopmanuu u
JUTSL KaXXJ0W yrpo3bl 0€30MacHOCTH JIOHKHO CYIIECTBOBATh HECKOJIBKO 3aIUTHBIX pyoOexeit. Co3maHue
AU THBIX py6€)K€I>i OCyHIGCTBJ'ISIeTCSI C y‘ICTOM TOIO, ‘-IT06I>I 1A UX HpGOI[OJ'IeHI/ISI HOTGHHI/IaHBHOMy
3MOYMBINUICHHUKY TpeOoBaIKCh MpodeccroHaNlbHbIE HABBIKM B HECKOIBKUX HEB3aUMOCBSI3aHHBIX 00JIACTX.
BHemnss 3ammra g0KHA o0ecieunBaThesl GU3MUECKUMU CPEACTBAMH, OPTaHU3AIMOHHBIMHU U TIPABOBBIMHU
Mepamu. OgHUM U3 Hambosee YKPEIUIGHHBIX pyOekel MpU3BaHbI ObITh CPEACTBA KPHUMOTOTrpaduyecKoi
3alllUTHI, pEaJU30BaHHbIE C UCHONb30BaHUEeM TexHonoruu VPN. IlpukinagHoil ypoBeHb 3alllUTHI,
YUUTBIBAIOIINI 0COOEHHOCTH MPEIMETHOM 00J1aCTH, MIPEICTaBIseT BHYTPEHHUN PYOEK 3allUThI.

HenpepbiBHoCTb 3amumThI I1J{H

3ammra [I/IlH — He pa3oBoe MEpOIpUsATHE U HE MPOCTasi COBOKYNHOCTh INPOBEACHHBIX MEPONPUATHH U
YCTaHOBJIEHHBIX CPEJICTB 3alllUThl, @ HENPEPHIBHBIN LIE€JIEHANPABIECHHBIA IPOLECC, MPEANONAratoINii
MPUHSATHE COOTBETCTBYIOUIMX Mep Ha Bcex dtamax >ku3HeHHoro mukina MCIIJu. UCIIAH nomxHbI
HaXOJUTHCS B 3alUIIEHHOM COCTOSHUM Ha TNPOTSIKEHWU BCEr0 BpPEMEHM HUX (YHKIMOHMpOBaHUsA. B
COOTBETCTBUM C 3TUM INPUHIUIIOM JOJDKHBI IPUHUMATBCA Mepbl Mo HeponyuieHuto nepexona MCIIIH B
HE3aIUIIEHHOE COCTOsIHNE. BOMbIIMHCTBY (PU3NYECKUX M TEXHUUECKUX CPEJICTB 3alIUThI 17151 3 PEeKTUBHOTO
BBIMIOJTHEHUSI  cBOMX  (YHKIMH  HEoOXoAMMa TIOCTOSIHHAsh TEeXHHYecKas W OpraHu3aludOHHas
(amMuHHUCTpaTHBHAS) TOJJEPKKa (CBOEBpEMEHHass CMeHa W oOecleueHrWe MPaBUILHOTO XPAaHCHHS H
MIPUMEHEHUS UMEH, MapoJiel, Kirouel mu@poBaHus, nepeonpeaeneHue NoJHOMOUMi U T.11.). [lepepbIBhl B



paboTe CpeacTB 3alIUThl MOTYT OBITh HCIOJIb30BaHBI 3JIOYMBINUJICHHUKAMH U1 aHAJIM3a TPUMEHIEMBIX
METOJZIOB M CPEJCTB 3aIlMTHI, JJII BHEAPCHUs CTCIUATBHBIX MPOTPAMMHBIX W allapaTHBIX '3aKiagok" u
JIPYTUX CPEICTB MPEOIOJICHHS CUCTEMBI 3aIUTHI TTOCJIC BOCCTAHOBJICHUS €€ ()YHKIIMOHUPOBAHUS.

CBOeBpeMEeHHOCThH

[Ipenmonaraer ynpexaaromui xapakrep Mmep odecriedenust 6e3omacHoctu [1/1H, TO €CTh TOCTaHOBKY 33124
o komruiekcHou 3amure UCIIH u peanuzanuio mep odecrieuenus 6ezonacuoctu [1/1H Ha paHHUX cTagusX
pa3pabotku WCIIJIH B menoMm u ee cucTeMbl 3allUThl MHPOpPMAIMM B 4acTHOCTHU. Pa3paboTka cucTeMbl
3alUThl JOJKHA BECTHCh MapajuleNbHO € pa3paboTKON M pa3BUTHEM CaMOil 3alllMIIaeMON CHCTEMBI. JTO
MO3BOJIUT Y4€CTh TpeOOBaHHUS OE30MAaCHOCTH NMPU MPOEKTUPOBAHUU APXUTEKTYpPhl M, B KOHEUYHOM CUETe,
co3aath Oonee 3hexTuBHBIE (KaK M0 3aTpaTaM pecypcoB, TaK U MO CTOMKOCTH) 3alUIIEHHbIE CHUCTEMBI.

IIpeeMCcTBEHHOCTH U COBEPIIEHCTBOBAHHE

[IpenmosararoT MOCTOSSHHOE COBEPIICHCTBOBAHHUE MEpP W CPEJACTB 3allUThl WH(GOpMAIMU Ha OCHOBE
MIPEEMCTBCHHOCTH  OPTaHM3AIlMOHHBIX M TEXHUYECKMX pEIICHHWH, KaJIpoBOrO COCTaBa, aHaIM3a
¢dbynkuonuposanusi UCII/IH 1 ee cucTeMbl 3alIUTHI C y4€TOM U3MEHEHUI B METO/IaX U CPEACTBAX Iepexpara
nHpOpMAIIMY, HOPMATHBHBIX TPEOOBAHHH TI0 3aIIUTE, JOCTUTHYTOT'O OTCUESCTBEHHOTO U 3apy0eKHOTO OIbITa
B 3TOI 001aCTH.

Ilepcona/ibHasi OTBETCTBEHHOCTH

[Ipenmnonaraer BO30KEHHE OTBETCTBEHHOCTH 3a oOecniedenne 6ezomacHoctH [1/1H u cuctemsr nx 00paboTKu
Ha Ka)/10ro COTPYJIHUKA B IIPeJIeNax ero NoJIHOMOYMM. B cOOTBETCTBUY € 3TUM NMPUHIIUIIOM PACIIpeIeICHUE
paB U 00S3aHHOCTEH COTPYJHHKOB CTPOUTCS TaKUM 00pazoM, YTOOBI B ciiydae JHOOOro HapyHICHHS KPYyT
BUHOBHHKOB OBLI Y€TKO M3BECTEH MIIM CBEJICH K MUHIMYMY.

HpyuHIMI MUHUMHM3ALUU TOJTHOMOY U

O3Havaer MperoCTaBIEHUE TMOJb30BATENIM MHUHHMMAJIbHBIX I[paB JOCTyla B COOTBETCTBUU C
MIPOU3BOJICTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE MPUHIIUIIA «BCE, UTO HE pa3pelIeHo, 3anpenieHoy. Joctyn
k [1/IH nomkeH mpeaocTaBiIsIThCS TOJBKO B TOM cliydyae U 00beMe, €ClId 3TO HEOOXOAUMO COTPYIHHUKY IS
BBIMTOJIHEHUS €70 JOJKHOCTHBIX 00sI3aHHOCTEM.

B3aumopneiicTBue U COTPYIHUYECTBO

[Ipennonaraer coznaHue OJaronpusTHONW arMocdepbl B KOJUIEKTHBAX MOJpa3/eleHui, 00ecreunBaromnx
¢ynkunonuposanue VCIAn OV, mist cHUXKEHHS BEpOSITHOCTH BO3HHUKHOBEHMs HETAaTHBHBIX JEHCTBHUH,
CBSI3aHHBIX C yeloBeuecKuM (pakTopoM. B Takoil 06cTaHOBKE COTPYAHUKH JOJKHBI OCO3HAHHO COOJIONATh
YCTaHOBJICHHBIE [TPaBUJIa U OKa3bIBaTh COACUCTBUE B JEATEIBHOCTH MOJIPA3/ICIEHUN 3alUThl HH(POPMAIUH.

I'mboxoctb cucremsbl 3ammThbl [1/H

[IpuHsATBIE MEPBI M YCTAHOBJIEHHBIE CPEJICTBA 3aIIUTHI, OCOOCHHO B HAYaJIbHBIM MEPHOJ] UX IKCILTyaTalllH,
MOTYT oOOecreunBaTh KaK Ype3MEpHBbIM, TaK M HEIOCTATOYHBIH YpPOBEHb 3amuThl. Jljis oOecredeHus
BO3MO>XHOCTH BapbUPOBAHUS YPOBHEM 3aIUIIICHHOCTH, CPECTBA 3aIIUTHI JOJHKHBI 00JIaaTh OMpeIeIeHHOM
riuOkocThi0. OCOOEHHO Ba)KHBIM ATO CBOWMCTBO SIBIISIETCS B TE€X CIy4asiX, KOTJa YCTAHOBKY CPEICTB 3alllUThI
HEOOXOIMMO OCYIIECTBIATh Ha palbOTAONIIyI0 CHCTEMYy, HE Hapyllas TMpolecca €€ HOPMAaIbHOTO
(GYHKITMOHUPOBAHHSI.

OTKpBITOCTH AJATOPUTMOB M MEXaHNU3MOB 3alIUTHI
CyTb npuHIUNA OTKPHITOCTH aITOPUTMOB M MEXAHM3MOB 3alUTHl COCTOUT B TOM, YTO 3alllUTa HE JOJDKHA
o0ecrieunBaTbcs TOJIBKO 3@ CUET CEKPETHOCTH CTPYKTYpHOW  OpraHu3allid U aJITOPUTMOB



(YHKITMOHUPOBAHMS €€ IMOJCHCTEM. 3HAHUE aJITOPUTMOB Pa0OThI CHUCTEMBI 3aIlMTHl HE JIOJDKHO JaBaTh
BO3MOXXHOCTH €€ MpeooyieHus (qaxe apropam). OJTHAKO, 3TO HE 03HAYAET, YTO HHPOPMAIUI O KOHKPETHOM
CUCTEME 3aIUTHI TOJDKHA OBITH OOIIEA0CTYITHA.

IIpocToTa npuMeHeHNs CPeaCTB 3alIUThI

MexaHu3MBbl 3aIIUTHI JOJDKHBI OBITh MHTYUTHBHO TOHSATHBI M HPOCTHI B HCMOJIb30BaHUM. llpumeHeHune
CPEICTB 3aLUThl HE JOJDKHO OBITh CBA3aHO CO 3HAHHWEM CIIELHUAIbHBIX S3bIKOB WM C BBIIOJIHEHHEM
NelcTBUM, TpeOyoUIMX 3HAUYMUTENIBHBIX  JIONOJHUTENBHBIX TPyAO3aTpaT MpUd OObIYHOM  pabore
3apETUCTPUPOBAHHBIX YCTAHOBJIEHHBIM IOPAJKOM IIOJb30BAaTENEH, a TakKe He JOJDKHO TpeOoBaTh OT
I10JIb30BaTEIsl BHIIIOJIHEHUS! PYTUHHBIX MAJIONOHATHBIX €My olepaluil (BBO HECKOJIbKUX MapoJiel 1 UMEH U
T.4.). JlokHa pocTurarbcs aBTOMATH3alUsl MAKCHUMAaJIbHOIO 4YMCIAa [JEHCTBUH moOJb30BaTelned u
anmuaucrparopos UCIT/IH.

Hayuynast 000CHOBAHHOCTDH M TeXHHYECKasi peaju3yeMocTh

WudopmanoHHbIEe TEXHOJOTHH, TEXHHYECKHE U IPOTPAMMHBIE CPEICTBA, CPEIACTBA M MEpPHI 3allUTHI
nHpOpMaLUU JIOJDKHBI OBITh PEaIM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHUKHU, HAYYHO
00OCHOBAHbI C TOYKH 3PEHUS JOCTHKEHMS 3alaHHOIO YPOBHS 0€30IaCHOCTH MHGOPMALUU M JIOJIKHbI
COOTBETCTBOBATh YCTAaHOBJIEHHBIM HOpMaM U TpeboBaHusM no OezonacHoctu I1J{n. C3I1/IH nomxHa ObITH
OPUEHTUPOBAaHA HA PEILICHHUS, BO3MOXKHBIE PUCKU JJI1I KOTOPBIX U MEpbl NIPOTUBOACHCTBUS 3TUM PUCKAM
IIPOLLIJIY BCECTOPOHHIOK TEOPETUYECKYIO U IPAKTUYECKYIO IIPOBEPKY.

Cnennanu3anus u npogeccuoHaIm3m

[Ipenmosiaraer mpuBIEYCHHEe K Pa3pabOTKE CPEACTB W peall3allid MEp 3alluThl  UHGOpPMAIUU
CHCTIMATM3UPOBAHHBIX OpPTaHMU3AIMi, HAanOO0JIee TOATOTOBICHHBIX K KOHKPETHOMY BHJY JCSATCIHHOCTH 10
obecnieuenuto 6e3omnacHoctu [1JH, UMEIOIUX OMBIT MPAKTHUECKON paboOThl U TOCYJAPCTBEHHYIO JTUIEH3UIO
Ha MPaBO OKa3aHHs YCIyT B 3TOW oOnacTu. Peanuzanus agMUHHCTPATHUBHBIX MEP M AKCILTyaTalusi CPEACTB
3aIUTHI JOJHKHA OCYIIECTBIATHCA MPO(hecCHOHATBEHO MOATOTOBICHHBIMU criennanuctamu OY.

O0s13aTEJIBHOCTD KOHTPOJIS

[Ipeamnonaraer 00s3aTEIBLHOCTh W CBOEBPEMEHHOCTh BBISIBJICHUS U TMPECEUCHHUs TOMBITOK HAPYIICHHS
YCTaHOBJICHHBIX TpaBui oOecrieueHus Oe3omacHocTy [1/[H Ha OCHOBE HCIOJIB3YEMBIX CHUCTEM U CPEICTB
3aIUTHl THPOPMAIIMH TTPH COBEPIIIEHCTBOBAHUHU KPUTEPUEB U METOJIOB OLIEHKHU d(PPEKTUBHOCTH ITHUX CUCTEM
u cpeactB. KOHTpOb 3a 1eATeNbHOCTHIO JTF000T0 OB30BaTENs, KaKIOTO CPEICTBA 3AIIUTH U B OTHOILICHUU
m000r0 O0BEKTa 3alIUTHl JOJKEH OCYIIECTBISATHCS Ha OCHOBE MPUMEHEHUS CPElICTB OMNEPATUBHOTO
KOHTPOJISI U PETUCTPALIMK U JIOJDKEH OXBAThIBaTh KAK HECAHKIIMOHMPOBAHHBIE, TAK U CAHKIIMOHHUPOBAHHBIE
JIEMCTBUS MOJIb30BaTENICH.

Mepbl, MeTO/IbI U CPEICTBA o0ecniedeHsl TPeOyeMoro ypoBHsI 3allIHIIEHHOCTH

OobecneueHne TpeOyeMOT0 YPOBHS 3aIIUIIIEHHOCTH JTOJHKHO TOCTUTATHCS C HCITOJIb30BAaHHEM MEpP, METOIOB H
cpencts 6e3omacHocTu. Bee Meprl ooecnieuenus 6e3omacnoctr UCIIIH moapa3nensroTcs Ha:

- 3aKOHOJIaTeNbHbIE (IIPABOBBIE);

- MOpPAJIbHO-3THYECKUE;

- OpraHM3alMOHHBIE (AAMUHUCTPATUBHBIE);

- (usnyeckue;

- TEXHUYECKHE (aImapaTHbIE U MPOTPaMMHBIE).

[lepeuenr BbIOpaHHBIX Mep oOecnedeHus Oe3omacHOCTH oOTpaxkaercss B Ilimane Meponpusituii 1o
00ECTIEYCHHUIO 3alIUTHI IEPCOHATHHBIX JAHHBIX.



3akoHoaaTebHbIE (IPaBOBbIE) MEPbI 3AMThHI

K mpaBoBBIM Me€paM 3allUTBl OTHOCATCSA ACUCTBYIOLIME B CTPaHE 3aKOHBI, YKAa3bl U HOPMAaTHUBHBIC aKTBHI,
perilaMeHTHpyromue npasuwia obpamenus ¢ I1/IH, 3akperuiiromue mpaBa M OOS3aHHOCTH YYaCTHUKOB
MH(OPMAIMOHHBIX OTHOIIEHHUH B mpolecce ee 00padOTKU U HMCIOJIB30BAHMUS, a TAK)KE YCTaHABIMBAIOIINE
OTBETCTBEHHOCTH 3a HAPYLIEHUs 3TUX IPABWI, IPEHIATCTBYs TEM CaMbIM HEIPABOMEPHOMY UCIIOJIB30BAHUIO
[T[In u sBAsIOmIKECs CACPKUBAIOLIMM (AKTOPOM JJIsl MOTEHIMAIbHBIX Hapymmrtesnei. IlpaBoBsie Mepbl
3alIUThl HOCAT B OCHOBHOM YHPEXJAOUIMH, NpodUIaKTHUUECKH XapakTep W TpeOyloT IOCTOSHHOMN
Pa3bSICHUTEIIBHOW PabOThI € MOJIBb30BATENIAMU M 00CTYKMBAIOLUM [1€PCOHAIOM CUCTEMBI.

MopanbHO-3THYECKHE MePbI 3aAIUThI

K MOPAJIbHO-3TUYCCKUM MCEpPaM OTHOCATCA HOPMBI IOBCACHUA, KOTOPLIC TPAJUIHWOHHO CJIIOKHIIMCH WJIN
CKJIQJIBIBAIOTCS 10 Mepe pacnpoctpanenus DBM B cTpane win o0miecTBe. DTH HOPMBI OOJIBIIECH 9acThIO HE
SABJIIFOTCA 06$I3aTCJII)HI)IMI/I, KaK 3aKOHOAATCIIbHO YTBCPKIACHHBLIC HOPMATHBHBLIC AaKTbl, OJHAKO, HX
HEecOOII0IeHHE BeIeT OOBIYHO K MaJIEHUI0 aBTOPUTETA, IPECTHKA YETIOBEKA, TPYIIIIBI JTUI] UJIM OPTaHU3aI|H.
MopanbHO-3THUECKHE HOPMBI OBIBAIOT KaK HEMUcaHble (Hampumep, oOlenpu3HaHHbIe HOPMBI YECTHOCTH,
MaTpUOTH3Ma U T.I.), TaK U MHCaHbIe, TO €CTh O(OPMIICHHBIE B HEKOTOPHIA CBOJ (yCTaB) MpaBUI WIH
npennucanuii. MopajibHO-3THUYECKUE MEPBI 3aIIUTHI SBJISIOTCS MPOYUIAKTUIECKUMU U TPEOYIOT MOCTOSHHOMN
paboOTBl 1O  CO3MAaHUIO  370POBOTO  MOPAIBHOTO KJIMMaTa B  KOJUIGKTHBAX  IOJpa3IesICHHM.
MOpaJII)HO-BTI/ILIeCKI/IC MCpPbI 3alllUThl CHHUIKAIOT BCPOATHOCTH BO3HHMKHOBCHUA HETATUBHBIX IIGfICTBHfI,
CBSI3aHHBIX C YEJIIOBEUECKUM (PaKTOPOM.

Opra}m3auuomﬂ,le (a)]MI/IHI/ICTpaTI/IBHI)Ie) M€EpPLbI 3allIUThI

OpraHu3anuoHHble (aMMHUCTPATHUBHBIE) MEphl 3aIIUTHl - 3TO MEphl OPraHU3allMOHHOIO XapakTepa,
pernaMenTupyronme npoueccsl pynkuuonupoBanus MCII[AnH, wucnons3zoBanue pecypco MWCIIIH,
JesTeIbHOCTh OOCITYKUBAIOIIETO MepcoHala, a Takke HOpsIoK B3auMoaencTBHs noib3oBareneit ¢ MCII
TakUM 00pa3zoM, 4yTOObl B HauOOJbIIEH CTENEHH 3aTPyJHUTh WM UCKIIOYUTH BO3MOXKHOCThH pealu3aliu
yrpo3 0€30MacHOCTH WJIM CHHU3UTh pa3Mep IMOTepb B clydyae HUX peanu3zauuu. [7aBHas 1enb
aJIMMHHUCTPATUBHBIX MeEp, MPEANPUHUMAEMbIX Ha BBICIIEM YIPABJIEHYECKOM YPOBHE — C(HOpPMHUPOBATH
[Tonutuky uHopmaronHoil OezonacHoctu IIJIH (oTpakarollyro MOAXOAbl K 3alluTe HWH(MOpMaLWu) U
o0ecreYnThb €€ BHINOJIHEHHUE, BBIAEIAS HE00X0IMMbIE PECYPCh U KOHTPOJIUPYs COCTOsSIHUE Aei. Peamu3zarus
[Tomutuxu nnpopmannonnoit 6ezonacHoctu [1/1n B UCII/IH coctout u3 Mep aIMUHUCTPATUBHOTO YPOBHS U
OpPraHU3aMOHHBIX (TPOLEAYPHBIX) Mep 3alMThl HHGopMannu. K aTMUHUCTPaTUBHOMY YPOBHIO OTHOCSITCS
pelIeHnsl pyKOBOJICTBA, 3arparuBaromue aearenbHocTs MCIIIH B nenoM. OTH pelleHus 3aKpeIuisiioTcs B
[Tonutuke nudopmanronHon 6e3omnacHoctu. [IpumMepoM Takux pemeHuit MOryT ObITh:

- TpPUHATHE peleHUus O (OPMUPOBAHUU WIM TMEPECMOTPE KOMIUIEKCHOM MpOorpaMMbl oOecredeHus
6e3onacHoctu [1/1H, onpenenenre 0TBETCTBEHHBIX 3a €€ pealn3aluio;

- (QopmynupoBaHue Iiesield, MOCTAaHOBKA 3aJady, ONpEJeNICHWE HaNpaBlIeHUN AeATeIbHOCTH B 00JacTu
oe3onacHoctH [1]1H;

- IPUHATHE PELICHUH 110 BOIIPOCaM peai3aluy MporpaMmbl 6€30MaCHOCTH, KOTOPBIE pacCMaTpUBAIOTCS Ha
ypoBHe OV B 11enom;

- obecrieyeHre HOPMATUBHOH (TIPaBOBOIT) Oa3bl BOMPOCOB 0€30MACHOCTH U T.II.

[TonuTuKa BEpXHEro YpOBHS JIOJDKHA YETKO OUEPTUTH Cepy BIUSHUS U OTPaHUUYCHHS MPHU ONpeAeIeHUN
ueneil OesomacHoctu IIJIH, ompenenuTs KakuMu pecypcamu (MaTepuajbHble, MEPCOHANT) OHU OyayT
JOCTUTHYTBl W HAWTH pa3yMHBIM KOMIIDOMHCC MEXAY NpPHUEMJIEMbIM YPOBHEM O€30MacHOCTH H
¢bysakuonansHocThI0O MCIT/IH.



Ha opranuzaiinoHHOM ypoBHE ONpPEENSIOTCS MPOLEAYPhl U MpaBuiia JOCTHKEHUSI LIeJe 1 peleHus 3a1ad
[Tonutuku napopmanmonHoit 6e3omacHoctu [1/JH. DTN MpaBuIa onpenensIoT:

- KaKoBa 00J1acTh MPUMEHEHHsI MOJUTHKH Oe3oracHocTu [1/1H;

- KaKOBbI POJIM U O0S3aHHOCTU JOJDKHOCTHBIX JIMII, OTBEYAIOIIUE 32 MPOBEIACHNUE MOJUTHKH 0€30MacHOCTH
[1/IH, a TakXke UX YCTAaHOBUTH OTBETCTBEHHOCTD;

- KTO UMeeT Ipasa gocryna K [1/1H;

- KaKUMHU MEpaMH U cpeficTBaMu obecnieunBaetcs 3amura [1/1x;

- KakUMHU MepaMH M CpEeICTBaMH OO0ECHeunMBaeTCs KOHTPOJIb 3a COOJIOJEHHEM BBEICHHOIO PEXHUMA
0€301MacHOCTH.

Opranu3zalioOHHbIE MEPBI JOJIKHBIL:

- OpeaycMarTpuBaTh  perjaMeHT MHGOPMAlMOHHBIX  OTHOIIEGHUH, HCKIIOYAIOMIMX BO3MOXKHOCTb
HECaHKLMOHUPOBAHHBIX JIEHCTBUI B OTHOILIEHUU OOBEKTOB 3allIUTHI;

- OIPEJENATh KOATUIMOHHBIE U UEPAPXUUYECKNE IPUHLIUIIBI U METO/Ibl pa3rpaHnyeHus pocryna kK 11/1H;

- OIpeNeNATh MOPAJOK pPabOThl C NPOTPAMMHO-MAaTEMATUYECKMMU M TEXHHUYECKUMH (ammapaTHbIMH)
CPEICTBaMH 3aIIMUTHI U KPUIITO3AIIUTHI U IPYTUX 3aLIUTHBIX MEXaHU3MOB;

- opranusoBath Mepsbl npotusojeiictuss HC/I monp3oBarensmu Ha 3Tamnax ayTeHTU(UKAINK, aBTOPHU3AIHH,
uaeHTUPUKAIMKY, O00ECNeUNBAONIMX TapaHTHUHM peaju3allid TpaB U OTBETCTBEHHOCTH CYOBEKTOB
MH(OPMALIMOHHBIX OTHOLICHHI.

Opranu3zalioOHHbIE MEPBI TOJIKHBI COCTOSTh U3:

- Ilopsiaka momycka cOTpyIHUKOB K ucnonb3oBaHuto pecypcoB WCIIIn OV (PaspemmrensHas cuctema
nocryna k [1/1n);

- Wucerpykumii nonb3oBareneit UCIIAn (apmunuctpatopa WCII[H, aamubHucTpaTopa O0€30macHOCTH,
oneparopa UCII/In);

- MHCTpyKuMu nosip3oBaresist NpyU BOZHUKHOBEHUU BHEILTATHBIX CUTYalLUi.

du3nyecKue M€EpPbI 3alIIUTHI

du3nyeckue Mepbl 3allUThl OCHOBAHBI HA NPUMEHEHUM DPa3HOIO pPOJAa MEXAHUYECKHUX, DJIEKTPO- WIIHU
3JIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB W COOPYKEHUM, CHEUHUATBHO MPEAHA3HAYEHHBIX IS CO3JaHUs
(hUBUYECKUX MPETSITCTBUN HA BO3MOXKHBIX MYTSIX MPOHUKHOBEHUS U JOCTYIIA TOTEHIIUATBHBIX HAPYIITUTEICH
K KOMITOHEHTaM CHCTEMBbl W 3allHIaeMod HHQPOpMAIlMU, a TaKKe TEXHHUUECKHX CPEJCTB BHU3YaJIbHOTO
HaOJIIOJICHUsI, CBSI3W W OXpaHHOW curHanmuzanuu. dusnyeckas 3ammTa 37aHUN, TMOMEIIEHUH, 0OBEKTOB U
cpenctB MHGOpMaTH3alMU JOJDKHA OCYIIECTBISATHCS IMYTEM YCTAHOBJIEHHS COOTBETCTBYIOLIMX IIOCTOB
OXpaHbl, C TIOMOIIbI0 TEXHUYECKHMX CPEICTB OXpaHbl WM JIOOBIMH JIPYTMMH  CIOCOOaMH,
MPEAOTBPALLAIOIIMMUA WM CYLIECTBEHHO 3aTPyAHSIOIIMMU NPOHUKHOBEHHME B 3[aHHE, ITOMEILICHUS
MOCTOPOHHUX JIUI, XHWIIEHHEe WHQPOPMAIIMOHHBIX HOCUTENeH, caMuX CcpeAcTB HHOpMaTH3aAIUHY,
WCKJTFOYAIOIIUMHU HAaXOXXJIEHWE BHYTPU KOHTPOJHMPYEMOW (OXpaHsSeMOi) 30HBI TEXHHUYECKHUX CPEJICTB
pa3BeIIKH.
AnnapatrHo-nporpamMMHbie cpeacTsa 3amuthl I1/{x

TexHnueckue (anmapaTHO-NPOTrPAMMHBIE) MEpPBI 3aAIIMTHl OCHOBAHBI HA HCIOJIb30BAHUU PA3JIUYHBIX
NEKTPOHHBIX YCTPOWCTB M CHEIUAIBHBIX Hporpamm, Bxogamux B coctaB MCII/IH u BhINONHSIOMNX
(caMOCTOSITEIbHO MM B KOMILJIEKCE C JIPYTUMH CpeACTBaMM) (QYHKUMHU 3alUThl (MACHTH(PUKALHIO H
ayTeHTU(UKALMIO TOJb30BaTeNEH, pa3rpaHUYEHHE [OCTyla K pecypcaM, perucTpanuio coOBITHH,
Kpunrorpaduueckoe 3akpeiTie HHGOpMaLUu U T.1.).

C yuerom Bcex TpeOoBaHuii W mnpuHOUNOB obecneuenus Oe3zonmacHoctu [IJlH B UCII[n mo Bcem
HaIpaBJICHUSM 3aIIUTHI B COCTaB CUCTEMBI 3aIUTHI JOJDKHBI OBITh BKIIOUEHBI CIEAYIOIIHE CPECTBA:



- cpeactBa wuaeHTU(UKanuu (OMO3HABaHUS) W ayTeHTHUKAMK (TMOATBEPXKIACHUS TOJJIUHHOCTH)
noJab3oBateineit UCII/IH;

- CpelCcTBa pa3rpaHUUYEHHUs TOCTyIa 3apEeTrUCTPUPOBAHHBIX MOJIb30BaTese cucteMbl K pecypcam MCIIAn
ov;

- cpencTBa 00ecredeH s U KOHTPOJISI IIETTIOCTHOCTH MPOTPAMMHBIX U UH(GOPMAITMOHHBIX PECYPCOB;

- CpEJICTBA ONIEPATUBHOTO KOHTPOJISL U PETUCTpAIIMU COOBITUI 0€30MacHOCTH;

- Kpunrorpaguueckue cpeacTsa 3amuTsl [1/1H.

YcnemHoe npuMeHeHNe TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBAaHUH NMPUHIIUIOB (pa3aen 5S)npeanoaraer,
YTO  BBINOJHEHHE  [EPEUMCICHHBIX  HIKE  TpeOOoBaHMH  00ecrneyeHO  OpraHU3alUOHHBIMU
(aIMUHUCTPATUBHBIMHI ) MEPAMH U UCIIOJB3YEMBIMU (PU3UUECKUMHU CPEICTBAMU 3AIUTHI:

- obecnievyeHa ¢uszndeckas 1en0cTHOCTh Beex kommoHeHT UCTT/IH;

- KaxJpli coTpynHuk (noas3zoBarens MCII/IH) win rpynna nosib3oBarenael UMEET YHUKAJIbHOE CUCTEMHOE
UM ¥ MHUHUMAaJIbHO HEOOXOJUMBIC JJIsi BBIIOJIHCHUS WM CBOMX (DYHKIMOHAIBHBIX OOS3aHHOCTEH
MOJIHOMOYHS IO JIOCTYITY K PECypcaM CHUCTEMBI;

- B UCIIdn OY pa3pabotka u oThagka mporpamMm ocymiectBisiercss 3a npeaenamu HWCIIAH, Ha
UCIBITaTEIbHBIX CTEHAX;

- BCE M3MEHEHMsI KOH(UTypaluu TexHU4Yeckux u mporpammubix cpenctB WCIIIn mpousBoasTcst cTporo
YCTaHOBJICHHBIM TOPSIKOM (PETUCTPUPYIOTCS U KOHTPOIUPYIOTCS) TOJBKO HA OCHOBAHUU PACHOPSIKEHHIM
pykoBoactBa OV

- ceTeBoe 000pyI0oBaHKE (KOHIICHTPATOPHI, KOMMYTATOPHI U T.I1.) pacIojiaraeTcsi B MeCTaX, HeJOCTYITHBIX JIS
MMOCTOPOHHUX (CIEIHAIBHBIX MOMEIIEHUSX, IKadax, u T.I1.).

- cnenuanuctamMmu OY OCYIIECTBIISIETCS HENPEPHIBHOE YIPABICHWE M AJAMUHUCTPATUBHAS TOJIEPIKKA
(YHKITMOHUPOBAHHMSI CPEJICTB 3AIUTHI.

Konrtpouas 3¢pexruBrocTu cucremsl 3amutbl UCII/In OY

Kontpons s dextuBroctu C3I1/IH 1omKeH ocylecTBIseTCs Ha MepHoArYecKoi ocHOBe. Llenbro KOHTpos
3(pGEKTUBHOCTH SBISETCS CBOEBPEMEHHOE BBISIBIEHHE HEHaJJIeKalux pexxumoB padotsl  C3I1IH
(OTKIIFOUEHHE CPEJICTB 3alUThI, HAPYILIEHUE PEKUMOB 3alUThI, HECAHKIIMOHUPOBAHHOE U3MEHEHUE PEXKUMA
3alUThl U T.I1.), IPOTHO3UPOBAHKUE aTaK M MPEBEHTUBHOE pearupoBaHHUE HAa HOBBIE YIpo3bl OE30MACHOCTH
[11u. KonTponb MoxeT mpoBoAMTbCA Kak aamuHucTparopamu OesomacHoctu MCII/IH (omepaTuBHBII
KOHTpOJIb B Tporiecce nHpopmannonnoro Bzaumozeiictsus B VMCII/H), Tak U mpuUBIEKaeMbIMHU JJISI STOM
L[E€JI1 KOMIIETEHTHBIMY OpraHU3alysIMU, UMEIOIIUMU JIMLEH3UIO Ha 3TOT BUJ ACITENbHOCTH, a Takke PCTOK
Poccun u @Cb Poccun B nipesienax ux KoMneTeHIMHA. KOHTPOIJIb MOKET OCYIECTBIATHCS aIMUHUCTPATOPOM
0€30MacHOCTH KaK C TIOMOIIBIO IITaTHBIX CPEACTB CUCTEMBI 3aiuThl [1/IH, Tak U ¢ MOMOIIBIO CTIEIUATBHBIX
IPOrpaMMHBIX CpelCcTB KOHTpois. Onenka »sddextuBHocTH Mep 3ammtbl IIJ[H mpoBoauTcs ¢
UCIOJIb30BAHUEM TEXHHYECKMX U TMPOTPAMMHBIX CpPEACTB KOHTPOJIS Ha TMpeIMEeT COOTBETCTBHS
YCTaHOBJICHHBIM TPEOOBaHUSM.

Cdepbl oTBeTcTBEHHOCTH 32 Oe3onacHocTh [1/IH

OTBETCTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJb HaJ oOecrieueHneM 0e30MacHOCTH MePCOHATBHBIX JaHHBIX
SBIIAETCS aAMHUHHUCTpaTOop WHGOpMalMoHHON Oe3omacHocTu (nanee - AWDB), HasHauaemblll MpUKa30oM
mupektopa OY. Chepa orBercTBeHHOCTH AW BKITIOUaeT crieayromniye HampaBIeHUs 00ecTieueHust
6e3onacuoctu [1]1H:

- [ImanupoBanue u peanmsaius Mep o oodecneuennro 6ezonacHoctu [1J[H.

- Anaim3 yrpo3 6e3omacHoctu [1/]H.

- Pazpabotky, BHeApeHHE, KOHTPOJb HCIOJHEHUS W TIOJJEPKaHHE B aKTyaJIbHOM COCTOSHUU TOJIUTHK,



PYKOBOJICTB, KOHLICTIIIUH, MPOLIETYP, PErIaMEHTOB, HHCTPYKLIUN U APYTUX OpPraHU3alMOHHBIX JOKYMEHTOB
1o obecreyeHnto 6e30MacHOCTH.

- Kontpons 3anmumennoctu UT - undpactpykrypst OV ot yrpo3 Ub myrem.

- O6yuenue u uaopmuponanue nonp3zosareneit UCIIIn o mopsake padotsl ¢ [T/ 1 cpeacTBamMu 3aIuThI.
- [IpenoTBpaienue, BeIABICHHUE, pearnpoBaHUe U pacciieoBaHue HapylieHui 6ezonacuoctu [1/1H.

- He pexe ogHoro pa3a B KkBapTas (a py HATUYUHA HEOOXOIUMOCTH U 4alie) HHHOPMUPOBAHHUE PYKOBOJICTBA
OV o cocrosiHnr HHPOPMAIIMOHHONH OE30TTACHOCTH.

[Ipu B3aMMOJEHCTBUHN CO CTOPOHHUMH OPTaHU3aLUSMU B CIy4asiX, KOTJa COTPYAHHKAM 3TUX OpraHU3auil
MPEAOCTABIACTCS JOCTYNl K OOBbeKTaM 3amuThl (pazaen /3/), ¢ 3THMH OpTraHM3alUsSIMH JOJDKHO OBITh
3akmoueHo Cornamnienue o KOHQHUASHIHaIbHOCTH, 1100 CornaieHue o COOMI0ACHUN pexnuMa 0e30MacHOCTH
[ITa nmpu Bemosnennn pador B MCII[IH. IlomroroBka THUMOBBIX BapUAHTOB JTHUX COTJIANICHUHN
OCYILIECTBIISIETCS COBMECTHO ¢ FOpuanueckum OTAEIoM.

MogeJib HApYIIUTE/IS1 0€30MACHOCTH

[lox napymurenem B OY moHMMaeTcs JIMLO, KOTOPOE B PE3YJIbTATE YMBIIUICHHBIX WJIM HEYMBILIIECHHBIX
JNEHCTBUI MOXKeT HaHecTH ymiep0 oObekTaM 3amuthl (paszzmen /3/). Hapymurenu mnompasneistoTcs Mo
npu3Haky npuHaiexxHoctu Kk UCII/Ix. Bee Hapymurenu gensrcst Ha 1B TPYIIIIbL:
[] BHEUIHWE HapylmuTend — (QuU3MUecKue Julla, HE HMEIOIIME IMpaBa MNpeObIBaHUS HA TEPPUTOPHUH
KOHTPOJIUPYEMOM 30HBI, B TIpeiesiax KOTopoi pazmeniaercs obopynoBanue UCIIH;
(] BHYTpPCHHHE HApPyIIUTEIH — (QU3NYCCKUE JIMIA, WMEIOIIUE MPaBO MPEOBIBAHUS HA TEPPUTOPHUU
KOHTPOJIMPYEMOH 30HBI, B Ipejiesiax KOTopoi pazmeraercs obopynoBanue MCII/H.
Krnaccudukanus HapymuTelneld mnpejacraBieHa B Mojgenu yrpo3 0e30MacHOCTH TEPCOHAIBHBIX JTaHHBIX
NCIIdn.

Mogesb yrpo3 0e30macHOCTH

Hus UCIIJn OV BeIOENsAOTCS CHEAYIOIME OCHOBHBIE KAaTEropuu yrpo3 0€30MacHOCTU MEPCOHABHBIX
JAHHBIX:

1) Yrpo3sl OT yTeUKH 110 TEXHUYECKUM KaHAJIaM.

2) Yrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYyNa K HHPOPMAIIH:

- Yrpo3sl yHuUUTOXeHUS, XuuieHus anmapaTHblx cpeacTB MCII/IH HocuTeneld wuHopmanuu mnyrem
¢usnueckoro nocryna k anementam UCI/IH.

- Yrpo3sl XUILEHHs, HECAaHKIMOHUPOBAHHOM Moaudukanuu wim OJOKMpOBaHMS HMH(OpMaIMM 3a CueT
HecaHKMoHMpoBaHHoro noctyna (HC/I) ¢ npuMeHeHMeM mporpaMMHO-almapaTHBIX W HPOTPAMMHBIX
CpeACTB (B TOM YHCIIe TPOrpaMMHO-MaTeMaTHUECKUX BO3CHCTBUI).

- Yrpo3bl HenpeAHaMEepEeHHBIX ACHCTBUI MOJIb30BaTeIe 1 HapyleHHH 6e30MacHOCTH (YHKIIMOHUPOBAHUS
UCIIOs u C3I[JJlH B ee cocraBe mu3-3a COOEB B MPOTPAaMMHOM OOECIIEUEHHWH, a TaKXKE OT Yrpo3
HEaHTPONOreHHOro (cO0eB amnmnaparypbl U3-3a HEHAJEKHOCTH 2JIEMEHTOB, COOEB AJIEKTPONUTAHNUS) U CTUXUI-
HOTO (yZ1apOB MOJIHHMM, T0KapOB, HABOJHEHUH U T.II.) XapaKTEepPOB.

- Yrpo3sl peJTHaMEPEHHBIX JEHCTBUA BHYTPEHHUX HAPYIIUTEIICH.

- YIpo3bl HECAHKIIMOHUPOBAHHOTO TOCTYIIA I10 KAHAJIAM CBSI3U.

Onucanue yrpo3, BEpOATHOCTb X PeaIn3allii, ONTAaCHOCTh U aKTYaJIbHOCTh IIPE/ICTaBIeHbl B Mosienu yrpo3
6e30macHOCTH nepcoHatbHbIX AaHHBIX MCIT/IH.

Mexanu3m peanusanuu Konuenuuun

Peaﬂmaunﬂ KOHHGHHI/II/I AO0JIKHA OCYIICCTBIIATHCA Ha OCHOBEC IIEPCIICKTUBHBIX IPOTrpaMM U INIAHOB, KOTOPLIC
COCTaBJIAIOTCA HA OCHOBAaHWHU U BO UCITIOJTHCHUC:



- (emepanbHBIX 3aKOHOB B 001acTH oOecneueHuss MHPOPMaAIMOHHOW 0€30MacCHOCTH U 3alUThl HHPOPMAIIUH;
- noctanoBieHuil [IpaBurensctBa Poccuiickoit denepannu;

- PYKOBOJSIINX, OPraHU3allMOHHO-PACTIOPAIUTENIbHBIX U MeTOInUeCKUX JoOKyMeHTOB @CTIK Poccuu;

- motpednocreit MCII/IH B cpencTBax obecredeHus 6€30macHOCTH HHPOPMALIUH.

O:xupaemsbliii 3¢ pexT ot peanuzannu Konnenuun

Peammzanusa Konnenuun 6e3onacuoctu [1JI B UCII/IH mo3BoauT:
- OLICHUTH cocTosiHue OezonacHocTu uHpopmaruu VICII/IH, BBISBUT, UCTOYHUKH BHYTPEHHUX M BHEITHUX
yrpo3 HMH(POPMAIMOHHON O0€30MacHOCTH, OIPEACIUTh IMPUOPUTETHBIC HAIpaBICHUS MPEAOTBpAICHUS,
OTPAXKEHUS U HEUTpAIM3ALIMKU ITUX YIPO3;
- pa3paboTaTh pacHOPSAUTEIbLHBIC U HOPMATHBHO-METOINIECKUE TOKYMEHTHI puMeHuTenbHO K UCIT/IH;
- mpoBecTH Kiaccupukanuio u ceprudukanuio UCI/1H;
- IPOBECTH OPraHU3aANNOHHO-PEKUMHBIC M TEXHHUECKHUE MEPOTIPUATHS TI0 oOecriedeHuto 6e3omacHoctu [1/xH
B UCIIH;
- 00ecreynTh HEOOXOAUMBI YPOBEHb O€30MaCHOCTH 0ObEKTOB 3AIUTHI.
OcylecTBiIeHHE STUX MEPONPUATUN 00eCredyuT co3/aHue EAMHOM, IENOCTHOW U CKOOPIMHUPOBAHHOM
cucrembl uH(popmanuonHoit 6e3omacHoctu MCII[IlH u co3mact ycnoBus mAisg ee  JalbHEHIIero
COBEPIIECHCTBOBAHUS.

CHnHcoK HCI0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMAaTUBHO-IIPABOBBIMHU U METOJMYECKUMHU JIOKYMEHTaMH, Ha KOTOpBIX Oa3upyercs
HacTosawmas Konunenuusi, sBastoTcs:

1 ®epepanbubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX AaHHBIX» (nanmee — D3 «O
NEPCOHAJIBHBIX JIAaHHBIX»), YCTAHABIMBAIOIIUNA OCHOBHbIE NPUHIMIBI U yciaoBus obpabotku I1/[H, npasa,
0053aHHOCTH U OTBETCTBEHHOCTb YYaCTHUKOB OTHOLIEHUH, CBSI3aHHBIX ¢ 00padoTkoi T1/1H.

2 IlocranoBnenue  IIpaBurenscrBa PO or 01.11.2012  Ne 1119 "O6 yrBepxkaeHuu
TpeOOBaHMI K 3alllUTe NEPCOHAIbHBIX MJAHHBIX INPH UX 00paboTke B HH(POPMALMOHHBIX CHCTEMAax
MEPCOHAIBbHBIX JTaHHBIX".

3 «llopsgok mpoBeneHust kinaccuuKanuu HMHMOPMAIIMOHHBIX CHUCTEM IE€PCOHAIBHBIX JIAHHBIX),
yrBepxkaeHHbIN coBMecTHBIM [Iprukazom @CTIK Poccun Ne 55, @CB Poccun Ne 86 1 Munnndopmcessizu PO
Ne 20 ot 13.02.2008 r.

4 «ITonoxxenue 06 0COOEHHOCTAX 00pabOTKH MEPCOHATBHBIX JAHHBIX, OCYLIECTBIsIEMOI 0€3 UCTIONIb30BaHuUs
CPEICTB aBTOMaTu3aluny», yreepxkaeHHoe IlocranoBnennem [Ipasutenscrtsa PO ot 15.09.2008 r. Ne 687.

5 HopmartuBHo-MeToMueckue TokyMeHTbl denepanbHOi CIyXObl MO TEXHUYECKOMY M HSKCHEPTHOMY
koHTpoto Poccuiickoit denepanuu (nanee - @CTIOK Poccun) mo obecnevenuto 6ezonacHoctu [/ mpu ux
obpabotke B UCII/IH:

6 Pexomenganuu 1O oOecreyeHuI0 O€30MaCHOCTH TEPCOHANBHBIX JaHHBIX TpU HUX 00padoTke B
MH(OPMALIMOHHBIX CHUCTEMAaX MEPCOHATBHBIX NaHHBIX, yTB. 3aM. Jupextopa ®CTIK Poccun 15.02.08 r.
(CTI)

7 OCHOBHBIE MEPOIPUATHUS 110 OPraHU3ALUU U TEXHUUECKOMY 00ecreueHuIo 0e30IacHOCTH MEePCOHATBHBIX
JaHHBIX, 00pabaThIBaeMbIX B MH()OPMAIIMOHHBIX CHCTEMaxX MEPCOHANbHBIX JAHHBIX, YTB. 3aM. JTUpPEKTOpa
OCTOIK Poccun 15.02.08 r. (JICII)

8 bazoBas mMozens yrpo3 0€30MaCHOCTH NEpCOHANBHBIX JAaHHBIX MpU UX 00paboTke B MH(OPMAIIMOHHBIX
CHUCTEeMax MepCOHAbHBIX AaHHBIX, YTB. 3aM. aupektopa ®CTIOK Poccun 15.02.08 r. (JICII)

9 MetonnKa onpeaeNneHns akTyallbHbIX yrpo3 0€30MacHOCTH MEPCOHANbHBIX JTAHHBIX IPU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANbHBIX JaHHBIX, YTB. 3aM. nupekropa @CTIK Poccum 15.02.08 r.






